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Abstract

In 1994, Naor and Shamir introduced the notion of Visual Cryptography Scheme
(VCS), which is the secret sharing of digitized images. A k-out-of-n VCS splits an
image into n secret shares which are indistinguishable from random noise. These shares
are then printed on transparencies. From any k£ — 1 or less shares, no information about
the original image (other than the size of it) will be revealed. The image can only be
recovered by superimposing k£ or more shares. This recovery process does not involve
any computation. It makes use of the human vision system to perform the pixel-wise OR
logical operation on the superimposed pixels of the shares. When the pixels are small
enough and packed in high density, the human vision system will average out the colors

of surrounding pixels and produce a smoothed mental image in a human’s mind.

Early VCS schemes mainly focused on black-and-white secret images. If the orig-
inal image is not black-and-white, for example, a gray-scale image, dithering is em-
ployed to preprocess the original image. However, this technique would degrade the
image quality. Another issue that is common to most of the previous work is pixel ex-
pansion, which means that the size of each secret share is several times larger than that
of the original image. Two important parameters which govern the quality of recon-
structed images are m (pixel expansion rate which represents the loss in resolution from
the original image to the shares) and « (the relative difference in weight between the
superimposed shares that come from one color level (e.g. black) and another color level
(e.g. white)). For image integrity, a good VCS should make the value of m close to one

(i.e. no pixel expansion) and « as large as possible.

It is unknown if there is a scheme which satisfies all the following four commonly
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desired properties: (1) supporting images of arbitrary number of colors; (2) no pixel
expansion; (3) supporting k-out-of-n threshold setting; and (4) a ‘tunable’ number of
color levels in the secret share creation process. We answer this question affirmatively
by proposing a k-out-of-n threshold visual cryptography scheme which satisfies all these
properties. In particular, our scheme utilizes a probabilistic technique for achieving no
pixel expansion and generically converts any k-out-of-n threshold visual cryptography

scheme for black-and-white images into one that supports color images.

Furthermore, we propose an extension of our VCS called Extended Visual Cryp-
tography Scheme (EVCS). In this EVCS, the n shares which are generated from the
secret image also carry n meaningful and independently chosen images. To the best of
our knowledge, our EVCS is the first scheme for color images that supports the general

k-out-of-n secret sharing while having no pixel expansion.
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Chapter 1

Introduction

In the recent decades, it is undoubted that the widespread use of the Internet has changed
the lifestyle of human being. On the one hand, people enjoy great convenience brought
by the Internet in communication, business trade and other services. On the other hand,
people face more insecure factors, e.g., worms and viruses, while surfing the Internet.
Cryptography, which is the study and practice of hiding information, becomes a signifi-

cant tool to maintain the security of the Internet.

Cryptography probably began in or around 2000 B.C. in Egypt. On the tombs of de-
ceased kings, hieroglyphics, which are intentionally cryptic, were used to tell their life
stories and achievements. Cryptography was once used to make the text more regal and
important. Classic cryptography means only secret writing (converting a meaningful
message into an incomprehensible one). There are two techniques most commonly used
in the classic cryptography, i.e. transposition and substitution. Transposition means that
the order of the plaintext is rearranged according to a specified rule (e.g. “cityuothk”

becomes “uckoyfiht” in a simple rearrangement scheme). Substitution means that the



original letter or group of letters are replaced by other letter or group of letters (e.g.
“cityuofhk” becomes “djuzvpgil” by replacing each letter with the one following it in
alphabetical order). Classic ciphers were used historically in transporting secret mes-
sages, e.g. Caesar cipher (a type of substitution cipher), which was used by Julius Cae-
sar to communicate with his generals. However, almost all types of classic ciphers are
vulnerable to statistical analysis since they always reveal statistical information about

the original message. Now people still use these classic ciphers, but mainly as puzzles.

The modern field of cryptography has been expanded to more topics, e.g., secret
sharing schemes, authentication codes, identification schemes and key distribution. There
are two classes of encryption algorithms for modern cryptography, i.e., symmetric-key
cryptography and public-key cryptography. In symmetric-key cryptography, the sender
and the receiver share the same key to encrypt or decrypt a message. This algorithm
leads to the difficulty in key management since the number of keys grows quickly with
the increase of the communication groups. Public-key cryptography can solve the prob-
lem of key management by providing a public key and a private key. The two keys are
mathematically related, but without the secret information, no one can get one key from
the other. Typically, the public key is freely distributed and used to encrypt a message,

while the private key is kept secret and used to decrypt a message.

One of the topics of modern cryptography is secret sharing. Secret sharing [22] is a
cryptographic technique which can improve the reliability and robustness of secure key
management. Consider the following situation: if the only key that provides access to
some important data is lost, then the data will become inaccessible. The problem can be
resolved by dividing the key into pieces and then distributing them to different persons

so that any pre-specified set of persons can recover the key jointly. Formally, in a k-out-



of-n threshold secret sharing scheme, a dealer gives a secret to n players in such a way
that any group of & (for threshold) or more players can jointly reconstruct the secret but
no group of fewer than £ players can. As an example, Shamir’s scheme [29] is one of

the first threshold secret sharing schemes.

Based on the idea of threshold secret sharing, in 1994, Naor and Shamir [27] intro-
duced Visual Cryptography, which is the secret sharing of digitized images. It solves the
problem of encrypting images in a secure way so that the decryption process can be done
by a person purely using his/her visual system without any computation. A k-out-of-n
Visual Cryptography Scheme (VCS) splits an image into n secret shares which are then
printed on transparencies. These shares when separated will reveal no information about
the original image (other than the size of it). The image can only be recovered by super-
imposing k or more shares. This recovery process does not involve any computation. It
makes use of the human vision system to perform the pixel-wise OR logical operation
on the superimposed pixels of the shares. When the pixels are small enough and packed
in high density, the human vision system will average out the colors of surrounding pix-
els and produce a smoothed mental image in a human’s mind. Fig. 1.1 shows a dithered
black-and-white Lena image. Fig. 1.2 shows the two secret shares which are created
using Naor-Shamir 2-out-of-2 VCS, and the superimposed image of them. From any
one of the shares, no information about the secret image is revealed. The secret image
can be recovered only by superimposing the shares. Note the size of the shares and the

reconstructed image is expanded by a factor of 4.

An extension of VCS called Extended Visual Cryptography Scheme (EVCS) was
also introduced in [27]. In an EVCS, the n shares, which are generated from a secret

image, also carry n meaningful and independently chosen images. To generate these



Figure 1.1: The Original Dithered Black-and-White Lena Image

Figure 1.2: Two Shares and Their Superimposed Image of Lena

shares, a user arbitrarily chooses n meaningful images which have the same size as the
secret image. Then the user splits the secret image and embeds the secret information
into the n meaningful images in such a way that these n meaningful images are still
visible. In addition, the threshold property is maintained, namely, given any k-1 or
less shares, no information about the secret image can be obtained, while given any &
or more shares, the secret image will be revealed when the shares are superimposed.
Fig. 1.3 shows two meaningful images (Sailboat and Peppers) which are to be used
for embedding secret shares of Lena (Fig. 1.1). Fig. 1.4 are the two shares and the
superimposed image by applying Ateniese et al.’s 2-out-of-2 EVCS scheme [3]. Each
share carries a meaningful image. From any one of the shares, no information about the
secret image is revealed. The secret image can be recovered only by superimposing the

shares. Note the size of the shares and the reconstructed image is also expanded by a



factor of 4.

Figure 1.3: The Dithered Black-and-White Meaningful Images: Sailboat and Peppers

Figure 1.4: Two Shares and Their Superimposed Image

Early VCS and EVCS schemes [1,3-9, 13, 14,27, 28, 33, 34, 38] mainly focused on
black-and-white or gray-scale secret images. Additionally, pixel expansion is common
to most of the previous work. This means that the size of each secret share is several
times larger than that of the original image and the resulting superimposed image is also

several times larger than the original secret image.

In this thesis, we propose a new VCS scheme for color images and further extend
it to an EVCS for color images as well. In our construction of VCS scheme, we gener-
ically transform any k-out-of-n threshold VCS scheme for black-and-white images to
color images. We utilize a probabilistic technique for achieving no pixel expansion. In

addition, we allow the user to choose the number of color levels for each primary color



(i.e. Red, Green and Blue) that the reconstructed image could have. The reconstructed
image refers to the image obtained by superimposing k& or more share images. We find
that this “tunable” feature is very useful (in practice), as the user is able to employ it
for maximizing the quality of the reconstructed image, given that different types of im-
ages may better appear with different color levels (more details will be given in the later
part of the paper). Our VCS scheme is the first scheme supporting the four desirable

properties which are summarized as follows.

1) Supporting images of arbitrary number of colors;

2) No pixel expansion;

3) Supporting k-out-of-n threshold setting;

4) Supporting a “tunable” number of color levels in the secret sharing process.

To extend our work, we also propose a new EVCS scheme which supports the four
properties described above. Users of EVCS can also choose the number of color levels

for the reconstructed and share images independently.

The rest of the thesis is organized as follows. In Chap. 2, we review some of the
related results in VCS and EVCS. In Chap. 3 and Chap. 4, we propose new k-out-of-n
colored VCS and EVCS schemes respectively. Discussions on determining the number
of color levels and grouping method are in Chap. 5. In Chap. 6, we provide quality
comparisons between our schemes and other related schemes. Finally, we conclude our

schemes in Chap. 7.



Chapter 2

Related Work

In this chapter, we briefly review the related work on black-and-white VCS schemes,
colored VCS schemes and EVCS schemes. By reviewing these schemes, we find several

commonly desirable properties which should be supported by VCS schemes.

2.1 VCS Schemes for Black-and-White Images

In this section, we firstly review Naor-Shamir black-and-white VCS [27]. They intro-
duced the concept of VCS and proposed a general k-out-of-n threshold VCS for black-
and-white images. Their scheme acts as the building block of other VCS schemes. We
also summarize the features of several other black-and-white VCS schemes proposed

after Naor-shamir’s and show their merits and demerits.



2.1.1 Naor-Shamir Black-and-White VCS

In [27], Naor and Shamir introduced Visual Cryptography. It solves the problem of
encrypting written material (printed text, handwritten notes, etc.) in a secure way so that
the decryption process only needs the human visual system without any computation.
The written material only consists of black and white pixels. The original encryption
problem can be considered as a 2-out-of-2 secret sharing. The solution of the 2-out-of-
2 black-and-white VCS scheme can be either dividing one pixel in the original secret
image into two subpixels or four subpixels in the two shares. In order not to distort the
aspect ratio of the original image, in practice, we usually use four subpixels (two black
subpixels and two white ones) arranged in a 2x2 array in shares to represent one pixel
in the secret image. So the size of the superimposed image is expanded by a factor of

4. Fig. 2.1 shows all the possible arrays of the four subpixels. They deal with the secret

Figure 2.1: The Six Arrays of Four Subpixels

image pixel by pixel. For a pixel in the secret image, they randomly choose an array
from Fig. 2.1 as the first share. If the original pixel is white, the second share is identical
with the first one; if the original pixel is black, the second share is complementary with
the first one. When the two shares are superimposed, the white color is recovered as
medium gray and the black is recovered as completely black. Fig. 2.2 shows the original

image of text which only contains black and white pixels and the superimposed image.

They proposed several constructions in [27], where the generic one supports k-out-
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Figure 2.2: The Original Image of Text and The Superimposed Image

of-n threshold setting for black-and-white images. These constructions are provably
secure and the pixel expansion rate is getting larger when the values of £ and n grow.

Moreover, the scheme does not support images of arbitrary number of colors.

2.1.2 Other Black-and-White VCS Schemes

Since the introduction of VCS, there have been many other schemes proposed [1,3-9,
13-15,21,28,31,33,34,38,41]. In 2003, by removing the same column which appears
in both Basic Matrices, Blundo et al. [7] proposed VCS schemes with optimal contrast.
In [7], they improved the contrast of (n — 1)-out-of-n (where n > 3) and 3-out-of-
n schemes. They also conjectured that the k-out-of-n scheme, where k=4 or 5, had
an optimal contrast. In 2004, Adhikari et al. [1] proposed a VCS which achieved a
better result from the pixel expansion’s point of view than [27]. They compared Naor-
Shamir k-out-of-n VCS scheme with the k-out-of-n VCS scheme obtained from their
method and showed that their pixel expansion was less in almost all cases. In [38],
Yang proposed another one which achieved no pixel expansion by using the frequency

of white pixels to show the contrast of the recovered image. Yang’s scheme can be easily
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implemented on the black-and-white VCS with pixel expansion. All the above schemes

only support black-and-white images.

2.2 VCS Schemes for Gray-scale Images

Due to the limitation on applicability of the black-and-white VCS schemes, in 1997,
Verheul and van Tilborg [35] proposed the k-out-of-n VCS for gray-scale images. In
this section, we give a review on their scheme and also raise several problems about it.
Several VCS schemes for gray-scale images were proposed to resolve these problems,

e.g., [10,11,20]. In the following, we further discuss these schemes.

2.2.1 Some Gray-Scale VCS Schemes

In 1997, Verheul and van Tilborg [35] introduced a general method for k-out-of-n VCS
for gray-scale images. For an image of c gray levels, ¢ n X ¢ matrices are constructed to
represent the secret sharing process for each gray level. The elements of these matrices
are in {0,1,--- ,¢c — 1}. And they use i (i € {0,1,--- ,c — 1}) to represent the gray
level. The superimposed color is ¢ if all the corresponding subpixels of all shares are
1, otherwise, the superimposed color is black. To encrypt a pixel with the gray level 7
(where 0 < ¢ < ¢ — 1), they choose the matrix which represents the gray level ¢. The n
rows of the matrix correspond to the n shares and the ¢ columns correspond to the gray
levels of the ¢ subpixels of each share. In this scheme, the pixel expansion rate has to be

at least c* =Y. As an example, below are the three matrices of a 3-out-of-3 scheme for a
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3 gray-level (namely, O, 1, 2) image.

B=101201201 2

B'=l0p 12012012

000111222
B=101201201 2

120201012

Fig. 2.3 shows the three shares and the superimposed image of them by using Ver-

heul and van Tilborg’s 3-out-of-3 VCS when the gray level of the original pixel is 1.

Figure 2.3: Three Shares and Their Superimposed Image

Lin and Tsai [20] proposed another VCS scheme for gray-scale images by applying
dithering techniques in 2003. The gray-scale image is first converted into a binary im-
age with the same size by dithering and then Naor-Shamir’s VCS for black-and-white
images is employed. This scheme improved the pixel expansion of Verheul and van
Tilborg’s VCS so that the pixel expansion rate is the same as Naor-Shamir’s black-and-

white VCS. Furthermore, only two collections of matrices are needed for any number of
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gray levels. In 2004, a gray-scale VCS without pixel expansion was proposed by Chan
et al. [10]. The scheme needs preprocessing by dithering and adjusting the gray level of

the original image. The general k-out-of-n threshold setting is not supported.

2.2.2 Chen et al. Gray-Scale VCS with No Pixel Expansion

In 2007, Chen et al. [11] extended the results of [38] to gray-scale images and proposed a
gray-scale VCS. Chen et al.’s VCS maps a block in a secret image to one corresponding
equal-sized block in each share image without image size expansion. For a secret block,
this method generates the corresponding share blocks containing multiple levels rather
than two levels based on the density of black pixels on the block. It uses two types
of techniques, namely, histogram width-equalization and histogram depth-equalization.
Chen et al.’s VCS scheme can reach the goal of no pixel expansion. However, their
scheme does not support colored images and only supports k-out-of-k threshold setting.
Besides, before secret sharing, it needs to do preprocessing on the original images (block

averaging). The details of the algorithm will be described in the following.

In the k-out-of-k scheme where each secret block contains s pixels, the algorithm
BASIS MATRIX(k, s, 1) is designed to randomly generate a Boolean Basis Matrix
for a secret block. Here, s is the block size and [ (0 < [ < s/2) is the gray-scale intensity

level.
Algorithm: BASIS MATRIX(k, s, 1)
1. Randomly select s/2 + [ positions p1, pa,. . . , Ps /241 from the s positions.

2. For ¢ =1 to k-1, randomly select s/2 positions from p, pa,. .., ps/241; Let R; be
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a variable consisting of s bits and set the bits located at the s/2 selected positions in R;

as 1-bits and others as O-bits.
3. R=Ryor R;or... or Ri_1;

4. Let pi, p5.. .., p;, be the positions of all the 0-bits which are located at positions

P1, P2se -+ ps/QJ,-l il‘l R.

5. Set the bits located at p!, p).. .., pj, of Ry as 1-bits; Set the s/2-h bits by randomly
selecting from the bits located at py, ps,..., ps/241 from Ry, except the positions p,
Db - . D}, as 1-bits, and set the other bits as 0-bits. Regard each member of R, Rs,. . .,

Ry, as one row of the basic matrix.

This algorithm adopts block-to-block mapping as a key measure in its implementa-
tion. It makes significant progress in the aspect of pixel expansion since it is the first
scheme which achieves no pixel expansion. However, the authors did not provide a gen-
eral solution for the k-out-of-n scheme. And there was no solution for colored images
in their scheme as well. Besides, it needs to preprocess the original image before do-
ing secret sharing (block averaging). This process reduces the quality of reconstructed

image.

2.3 VCS Schemes for Color Images

The requirement of encrypting natural image makes researchers focus on the VCS schemes
for color images. In [16], Hou firstly proposed three methods for encrypting color im-
ages. In this section, we describe Hou’s scheme in detail and review Yang-Chen colored

VCS [40] for its no pixel expansion property. Moreover, we discuss some other colored
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VCS schemes proposed recently to show the development of colored VCS.

2.3.1 Hou Colored VCS Schemes

For color VCS schemes, [2,12,16-18,23-25,30,37,39,40], Hou’s schemes [16] are be-
lieved to be the first set of color VCS schemes. In his paper, he proposed three methods
for gray-scale and color images based on the previous studies in black-and-white visual
cryptography, halftone technology, and color decomposition method. His methods have
the backward compatibility with the previous results in black-and-white visual cryptog-
raphy and can be easily applied to gray-scale and color images. Subtractive model is

used in all the methods.

Hou’s Method 1: The first method produces four shares, namely black mask, C
share, M share and Y share. By superimposing these shares, it shows the best recon-
structed quality among Hou’s three methods. In the following, this method is described

step by step.

Step 1. The original colored image is firstly be decomposed into three primary-color
images under the subtractive model, namely, C' (Cyan), M (Magenta) and Y (Yellow).

The size of the three images is equal to that of the original one.

Step 2. Then each primary-color image is dithered so that each image will have
two color levels. Dithering is a technique used to create an illusion of color depth in
images with limited color palette. The principle is to pack pixels in higher density
for representing darker colors and distribute the pixels sparsely for representing lighter

colors. As aresult, the superimposed image has 1-bit depth for each of the three primary-



15

color images. In other words, it has 3-bit depth.

Step 3. A black mask with double size of width and height of the original secret
image is randomly generated in this step. Each pixel is mapped to a 2x2 block which
consists of two black pixels and two white pixels. Since the black mask is randomly

generated, for each block, there are six possible patterns in total.

Step 4. Three other shares are generated at last. To generate the C', Y and M shares,
the dithered C', M and Y primary-color images of the original secret image are scanned
pixel by pixel. We use 0 and 1 to represent the two conditions of a primary color.
0 represents absence of the primary color while 1 represents the opposite condition.
Fig. 2.4 summarizes this method by giving an example in which a random block of the
black mask is chosen and shown in the first column. The second column shows the eight
possible combinations of the original (dithered) C', M, Y pixel values. The following
three columns show the encoding of the blocks in the corresponding shares of C', M, Y.

The last column illustrates the superimposed image of C', M, Y shares with the black

mask.

Mask | Share1(€) | Share2(M) | Sharea(v) | Sacked | Revealed rlor

i (0.0, 0) FH F B | a2z
(1.0.0) " H a (1,172, 1/2)
(0.1.0) " H e 12,1, 12)
(0,0, 1) ] H a (1/2,1/2, 1)
(1.1.0) = FH e SRR )
(0.1.1) H ] F e (1/2,1, 1)
(1.0.1) 'H H R (1,172, 1)
(1.1.1) = H B (12,9

Figure 2.4: Scheme 1 of Hou Colored VCS Schemes
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Hou’s Method 2: The second method expands every pixel of a halftone image
into a 2x2 block on two sharing images and fills the block with cyan, magenta, yellow
and transparent, respectively. Using these four colors, two stacked images can generate
various colors through different permutations. The details of this method are described

in the following.

Step 1. Transform the color image into three halftone images: C, M, and Y.

Step 2. For each pixel of the secret image, a 2x2 block, which is randomly filled
with cyan, magenta, yellow, and transparent, is chosen as Share 1. According to the
values of C', M, Y and Share 1, they generate a 2x2 block as Share 2. The block in
Share 2 is the permutation of the four colors of the block in Share 1. Fig. 2.5 shows the
color distribution of the block in Share 2 when the block in Share 1 is chosen. Repeat
this step until every pixel of the decomposed image is dealt with. Hence, two visual

cryptography transparencies to share the secret image are obtained.

Hou’s Method 3: This method needs two sharing images and does not sacrifice
too much contrast for color visual cryptography. It transforms a color secret image into
three halftone images C, M, and Y and generates six temporary sharing images C', Cs,
My, Ms, Y1, and Y5. Each of these sharing images will have two white pixels and two
color pixels in every 2x2 block. The method then combines C, M;, and Y] to form a
colored halftone Share 1 and C5, M>, and Y5 to form Share 2. This method is described

step by step in the following.

Step 1. Transform the color image into three halftone images: C', M, and Y.

Step 2. For each pixel of the decomposed image, do the following: according to the

traditional method of black-and-white visual cryptography, expand C', M, and Y into
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Revealed Stacked Resultant | Revealed
color Share | | Share 2 .im' N Method vessisle color quantity

(C.M.Y) = R B (A YY)
Share land Share 2 with

(L 0.,0 EE EE Eﬂ the same permutation : (14, 14, 114)
Swap the position of cyan |

(1.0.9) E EE EE and transparent . (12, 14, 144)
Swap the position of ;

©.1,0) E E EI magenta and transparent _{”4' V2 114)
Swap the position of - ;

@00 Eﬂ EE EE vellow and transparent s ity 2)
Swap the position of cyan

sy EE E m and magenta 112, 1/4)
Swap the position of 4

©@.1,1) EE E E vellow and magenta 112, 112
Swap the position of ¢cyan ;

aon | E | M| A e 14, 172)
Swap two positions in ;

ary | B9 W | B8 [0 12,12)

Figure 2.5: Scheme 2 of Hou Colored VCS Schemes

six 2 x 2 blocks, Cy, Cy, My, My and Y7, Y5.

Step 3. Combine the blocks of '}, M; and Y; and fill the combined block corre-

sponding to pixels in Share 1. Combine the blocks C5, M5 and Y5 and fill the combined

block corresponding to pixels in Share 2. Repeat this step until every pixel of the de-

composed image is handled. Hence, two visual cryptography transparencies to share the

secret image are obtained.

Hou’s three methods for encrypting colored images are considered to be the first

colored schemes. Since Hou did not provide any security analysis on these methods,

we can not guarantee the security of them. The first method has been proved to be

insecure recently by Leung et al. [19]. The second one is secure, whereas the quality
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of reconstructed image is not satisfying. The third one is considered to be secure with

better quality of reconstructed image.

However, the three methods have several common drawbacks. First, the pixel expan-
sion rates of these methods are all 4 which makes the reconstructed image four times
larger than the original one. Second, they have limitation on the color levels of origi-
nal images, so dithering is needed before secret sharing. Third, no general k-out-of-n
solution was proposed, since the first method is for 4-out-of-4 and the last two are for

2-out-of-2. Finally, no security analysis for these methods was provided

2.3.2 Yang-Chen Colored VCS

In all the previous methods, a secret pixel is represented by several color subpixels and
the number of these subpixels is referred to as the pixel expansion. Generally, they
require a larger pixel expansion to produce more colors. In [40], Yang and Chen use
additive color mixing in a probabilistic way so that the pixel expansion is fixed on 3
regardless of the number of colors in the reconstructed images. They use the appearance
frequencies of R, G and B to simulate a secret color. The drawback of the scheme is
that to improve the color contrast of the reconstructed images, the only way is to modify

the original images. The details of the scheme are discussed in the following.

A secret pixel is divided into three colored subpixels (R, G, B) where the first R-
colored subpixel has the appearance probability p, i.e., this subpixel may be R color
with probability p%, and null color with probability (1 -p%;). Accordingly, the other two
subpixels (G-color and B-color) have the appearance probabilities pé and p%, respec-

tively.
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Step 1. Calculate Ly, L and Lp which represent the number of colors on the three

primary colors of the original image respectively.

Step 2. Construct the primary color sets: C}z (R-colored sets), Cg; (G-colored sets)
and C% (B-colored sets). Suppose the basic matrices of black-and-white scheme are
n X [ boolean matrices, then the primary color sets are n x [ - Lx matrices (X € R, G,
B).

01(?255><7‘)/(LR—1)= CW U---U C[/]/;U CB U.--U OBll—vR;OHN

v~

Ler—r T
r € [0, Lr—1] and L is the number of colors on the primary color red. And Cy, and Cp

are the basic matrices of black-and-white scheme. The constructions of C’é (G-colored

sets) and C', are similar with C%,.

Step 3. Scan each pixel of the original image and apply the corresponding matrices in
Step 2 by randomly choosing a column of each of the three Basis Matrices. Consider
this column as an n-bit vector. For the first bit, assign the corresponding pixel black
color(i.e. O color intensity) if the bit is 1, otherwise we assign it X (X € {R,G, B})
color (i.e. 255 color intensity). Continue this process until the corresponding color in
each of the n shares is assigned a color value. There are 3 subpixels for each pixel in

the original image so the pixel expansion is 3.

It is quite a new idea for its using probabilistic method to make sure the pixel ex-
pansion maintains 3. And it doesn’t limit the number of colors in the original image.
Besides, they provided a general k-out-of-n scheme. It can deal with colored image
and is provably secure. The quality of the reconstructed image is good when the size of
the original image is large. However, it still needs preprocessing, since the only way of

improving the color contrast is to modify the number of colors in the original image.
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2.3.3 Other Colored VCS Schemes

Lukac and Plataniotis [24] proposed a colored VCS scheme in 2005, which only sup-
ports 2-out-of-2 threshold setting and has pixel expansion. Shyu [30] proposed a colored
VCS scheme in 2006. Shyu’s scheme applies any k-out-of-n black-and-white VCS on
decomposed images of the original secret image so that it supports the general k-out-
of-n threshold setting. The scheme has less pixel expansion compared with previous
ones while it has relatively good quality of superimposed image. Hou and Tu’s colored
VCS [17] supports k-out-of-n threshold setting with no pixel expansion. Dithering is
required for preprocessing the original image before secret sharing and the number of
colors supported is fixed on 8. Cimato et al.’s scheme [12], at the cost of large pixel
expansion, solves the problem that superimposing many pixels of the same color results
in a dark version of the color. By reducing the contrast quality to certain level, Yang and

Chen [40] proposed a colored VCS scheme, which has fixed pixel expansion rate of 3.

2.4 Extended Visual Cryptography Schemes

A k-out-of-n EVCS is an extension of the k-out-of-n VCS. It encodes n independently
chosen meaningful images into n meaningful shares so that by superimposing any k or
more shares, the original secret image, which is embedded in these shares, will be re-
covered. Any k£ — 1 or less shares are with no trace of the secret image. An example of a
2-out-of-2 EVCS is shown in Chap. 1. Fig. 1.3 shows the two meaningful images (Sail-
boat and Peppers) which are to be used for embedding secret shares of Lena (Fig. 1.1).
Fig. 1.4 shows the two shares and the superimposed image by applying Ateniese et al.’s

2-out-of-2 EVCS scheme [3]. Each share carries a meaningful image. From any one of
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the shares, no information about the secret image is revealed. The secret image can be

recovered only by superimposing the shares.

2.4.1 Ateniese et al. Black-and-White EVCS

In [3], Ateniese et al. proposed the first k-out-of-n EVCS for black-and-white images by
using the hypergraph coloring method. The scheme constructs two sets of 2" n X m ma-
trices, namely, 75" " and 77" where ¢4, ..., ¢, € {b,w} (b represents black and
w represents white). The solution of a k-out-of-n black-and-white EVCS is considered

valid if the following three conditions are met [36]:

1. Forany c,...,c, € {b,w}, the “OR”ed value V' of any k of the n rows satisfies

H(V) < ap xmforany S € TS H(V) > dforany S € T, """,

2. For any ¢i,...,¢, € {b,w} and for any subset {iy,...,i,} of {1,...,n} with
q < k, the two collections of ¢ x m matrices D, " with ¢t € {b, w} obtained by
restricting each n X m matrix in 7" to rows {iy, .. .,1,} are indistinguishable

in the sense that they contain the same matrices with the same frequencies.
3. Foranyi € {1,...,n}and any ¢y,...,¢;_1,Cit1,-..,Cq € {b,w},
minH (S;) (S; € wp)-maxH(S;) (S; € pw) > ag X m

C1yeesCim1,D,Cid 1 5000,C ClyeeesCim1 yWyCit 1 5-veyC
Where ,U/b:U Twl i—1 41 n and Iuw:U Tbl i—1 i+1 n

The values ar and ag are referred to as relative differences of the reconstructed image
and the shares, respectively. The first condition states that by superimposing any ¢ (q¢ >

k) shares, the secret image can be correctly recovered. The second condition implies
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that no information of the secret image is gained if less than & shares are obtained. The
third condition implies after being coded into shares, the meaningful images are still

recognizable.

To encrypt a pixel in the secret image, if the pixel is white (resp. black) and the
colors of the corresponding pixels of the n meaningful images are ¢y, ..., ¢, € {b,w},
then 75" 7" (resp. T7"7“") is used for creating the n share images. For the i-th share
(1 <7 < n), acollection of black-and-white subpixels are printed in close proximity
to each other according to the bit values of the i-th row of Tj" 7" (resp. 17""), but
in a randomly permuted order. This step is similar to randomly choosing a matrix from
Cp (resp. C1) in the k-out-of-n black-and-white VCS. The pixel expansion rate for this
black-and-white EVCS is m > 1. This scheme is only for black-and-white images and

has pixel expansion though it supports the general k-out-of-n threshold setting.

The following is an example of a 2-out-of-2 EVCS which is used to create the two
shares in Fig. 1.3. The Basic Matrices are 7 (¢, ¢1, ¢o € {w, b}) where ¢ represents
the color of the pixel in the secret image and ¢; (i € {1,2}) represents the color of the

pixel in the ¢-th meaningful image:

1 0 01 1 001 1 011 1 011
T:;w: , Ts}b: , Tzi);w: , Tgb:

1 010 1 011 1 010 1 011

1 0 01 1 001 1 011 1 011
waw: , TZ;“Ub: , Ténu: , Té)b:

0110 01 11 0110 01 11

In this example, ap = 1/4 and ag = 1/4.
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2.4.2 Other EVCS Schemes

In [26], Nakajima and Yamaguchi presented a system which takes three images as in-
puts and outputs two share images corresponding to the two of the input images. By
superimposing the two share images, the third image can be recovered. Since previous
schemes mainly focused on binary images, this scheme extended them to support gray-
scale and color images. In their scheme, one pixel in a gray-scale image is halftoned
into several subpixels. Encryption method is then applied to the quantized image pixel
by pixel. The scheme is restricted to 2-out-of-2 secret sharing. In [32], Sirhindi et al.
proposed another EVCS for color images with fixed pixel expansion rate of 9. The
scheme splits an color images into red (R) , green (G) and blue (B) components. A
pixel from each color component is then divided into two 3 x 3 subpixel blocks. Each
block is filled with the component color or white (transparent). The two shares of the
scheme are formed by superimposing the corresponding share of the RGB components.
This scheme achieves the lossless recovery of secret image at the cost of an additional
recovery algorithm. But it does not support the general k-out-of-n threshold setting.
In [36], Wang et al. proposed a k-out-of-n EVCS for black-and-white images and also
EVCS schemes for gray-scale and color images. The Basic Matrices of their scheme
are constructed by catenating the Basic Matrices of a black-and-white VCS with 2" ex-
tended matrices. The major contribution of Wang et al.’s scheme is the construction of

the extended matrices. All of the schemes have pixel expansion.

For a more comprehensive comparison among these schemes and the ones we pro-

pose in this paper, we refer reader to Table 6.1 and Table 6.2 in Sec. 6 (page 62).



Chapter 3

A New k-out-of-n Colored VCS

In this chapter, we firstly introduce the notations which will be used in the following of
the paper. Then we propose a k-out-of-n color VCS which satisfies the four commonly
desirable properties listed in Chap. 1. Finally, we prove that our VCS for color images

is secure by providing a security analysis.

3.1 Preliminaries

The k-out-of-n threshold color VCS proposed in this paper supports original images of
any number of color levels. Without loss of generality, we herewith assume that the
color of the original image is represented by the conventional 24-bit primary colors of
R (red), G (green) and B (blue), each having 256 levels (i.e. 8-bits), that is, for each
pixel of the original image, the color quality is represented by three bytes of values and
each byte specifies the intensity of the corresponding primary color. In the following,

we present some notations which will be used in the rest of the paper.

24
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For a generic k-out-of-n threshold VCS for black-and-white images (e.g. [27]), we
use an n X [ Boolean Matrix S (below) to denote the secret sharing process where [ is
the pixel expansion rate. The n rows of the matrix correspond to the n shares and the [
columns correspond to the “colors” (1 for black; O for white/transparent) of the [ pixels

of each share.

So,0 Soq .. Soi-

Sn—l,O Sn—l,l v Sn—l,l—l

where S; ; € {0, 1}. Depending on different black-and-white VCS schemes applied, the

pixel expansion rate [ varies.

A k-out-of-n black-and-white VCS typically consists of two n x | Boolean Matri-
ces BY and B, which correspond to the white and black pixels in the original image,

respectively. Let
Cj, = {matrices obtained by permuting the columns of B"}

where b = 0, 1. The secret sharing of the original image is performed pixel by pixel. For
each pixel in the original image, if the color is white (resp. black), one n x [ Boolean

Matrix in Cy (resp. C}) is randomly picked and used for creating the n shares.

The solution is considered valid if the following three conditions are met:

1. For any S in Cj, the “or” value of any k of the n rows satisfies H (V') <d-al.
2. For any S in (', the “or” value of any k of the n rows satisfies H(V')>d.

3. For the subset 7y, is,...,i; with ¢ < k, the two collections of ¢ x [ matrices D

(where be {0, 1}) obtained by restricting each n x [ matrix in C}, (where b€ {0, 1})
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to rows i1, 1s,...,1, are indistinguishable in the sense that they contain the same

matrices with the same frequencies.

The important parameters of a scheme are:

e [, the number of pixels in a share. This represents the loss in resolution from the

original picture to the shared one. We would like [ to be as small as possible.

e «, the relative difference in weight between combined shares that come from a
white pixel and a black pixel in the original picture. This represents the loss in

contrast. We would like « to be as large as possible.

e 7, the size of the collection Cy and C1, log r represents the number of random bits

needed to generate the shares.

For general k and n, Naor and Shamir constructed a scheme with [ = log,, -20(*1°gx)

_ 1
and @ = 5505

For 3-out-of-4 black-and-white VCS, below is an example of the Basic Matrices:

001110 100 0 11

0 01 101 01 0011
BO — Bl =

0 01 011 0 01 011

0 00111 0 00111

Here, the pixel expansion is 6. In our scheme described in the next section, we will
see how to convert this scheme to a threshold color VCS with no pixel expansion (i.e.

pixel expansion rate is 1).

The H(V) of any 3 or 4 rows of B is 4 while the H(V) of any 3 or 4 rows of B! is
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5 or 6. The H(V) of any 2 rows of both B® and B! is 4 and the H(V) of any one row of
both BY and B! is 3. So it satisfies the three conditions of a valid VCS with d=5, a=1/6

and [ = 6.

3.2 Our Scheme

We now describe the VCS which supports all the four properties listed in Chap. 1. Along
with the scheme description, we use Lena image (Fig. 3.1) for illustration. Our VCS
scheme consists of the following steps.

1. Histogram Generation

2. Color Quality Determination

3. Grouping

4. Share Creation

These steps are elaborated as follows.

3.2.1 Histogram Generation

For the secret image, we first generate three primary-color (i.e. R, G, B) component
images and then create a histogram for each primary-color component image. To do so,
we can group all the pixels in a easy and effective way. As an example, suppose that
the secret image is the Lena image which is encoded in 24-bit RGB (Fig. 3.1). Fig. 3.2

shows the three RGB primary-color component images of Lena. In each component
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image, there are 256 levels of intensity of the corresponding primary color. Fig. 3.3
shows the three histograms generated in this step. In the histogram of R (resp. G and
B), the horizontal axis represents the intensity of R (resp. G and B) ranging from 0
to 255 and the vertical axis represents the number of pixels in the R (resp. G and B)

component image that have the intensity value.

Figure 3.1: The Original Lena Image

Figure 3.2: The RGB Component Images of Lena

3.2.2 Color Quality Determination

In this step, the user is to choose the number of intensity levels that the reconstructed
image will have when at least £ share images are superimposed. The number of intensity
levels directly affect the quality of reconstructed image. First, the user is to determine
the number of intensity levels for maximizing the quality of the reconstructed image.
Let N be the number of intensity levels that the reconstructed image will have. As the

reconstructed image has three primary-color components, we set N = Np X Ng X Np,
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Figure 3.3: Histograms of the RGB Component Images

where Nx denotes the number of the intensity levels of X € {R, G, B} primary-color
component of the reconstructed image. Suppose that we would like to have a 64-color
reconstructed image, we may set Nx, X € {R,G, B}, as follows: 64(N) = 4(Ng) x
4(Ng) x 4(Np). Note that Ng, Ng and Np do not need to be the same. In Sec. 5.1, we

provide more discussions on how to choose the number of color levels.

3.2.3 Grouping

In this step, we partition all pixels into different groups. Original pixels which are in
different group will show difference in the reconstructed image. For each primary color
X € {R, G, B}, we partition the histogram of X of the secret image into Ny groups
so that each group has the same area as other groups on the histogram, where Ny is

the number of color intensities for the X component of the (to-be)-reconstructed secret
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image determined in the previous step. By the same area on a histogram, it implies that
there will be an equal number of pixels in each of the Nx groups on the histogram.
Fig. 3.4 shows the histograms of the RGB primary-color component images of Lena
after grouping where Ny = 4 for all X € {R,G, B}. In the figure, we use different
color intensities to represent different groups. There are also other partition methods. In
Sec. 5.1, we introduce another partition method and further discuss the reasons behind

choosing this approach for grouping.
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Figure 3.4: Histograms Illustrating the 4 x 4 x 4 Color Levels

3.2.4 Share Creation

We now apply the following method to each of the primary color independently. For

general k-out-of-n scheme, we employ techniques from the VCS by Naor and Shamir.
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First of all, we change the representation of B? (resp. B*) to the following:

B= BY,BY,... B, ] and Blz{ B, B!,... BL, | where B and B} (0 <i <
[ — 1) represent the (i + 1)-th column of the matrix basis of Cjy and C; respectively.
This step is carried out pixel by pixel for the secret image. For each primary color

X € {R, G, B} of apixel in the secret image, we carry out the following steps:

1. On the X histogram of the secret image, suppose that the color intensity of the
pixel with respect to primary color X is in the (k + 1)-th group (where 0 < k <
Nx — 1). We compute a probability value Px = k/(Nx — 1) which determines

the likelihood of going through one of the following steps.
2. With the probability Py, we carry out the following two steps:

e We look into B° and randomly pick a column, for example, B]Q where (0 <

j<l—1.

e We consider this column as an n-bit vector. For the first bit, we assign the
black color (i.e. O color intensity) if the bit is 1, otherwise we assign X color
(i.e. 255 color intensity). This continues until we have assigned colors to

this pixel for all the n shares.

3. With the probability 1- Py, we carry out similar steps to that in step 2 above, but

the set of matrices are now referring to B*.

Determined by the value of Px, in Table 3.1, we summarize the probability distribution

of BY and B! for individual group.
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Table 3.1: The chance of using B® or B! for individual group during Share Creation

Group 0 Group k Group (Nx_1)

probability of using B° 0 k/(Nx —1) 1

probability of using B! 1 1-k/(Nx — 1) 0

Finally, we superimpose the i-th R share with the i-th G share as well as the i-th
B share, for i=1, . .., n, to form the final i-th share which consists of the corresponding

R, G, B components.

Example Suppose we want to create a 64-level set of secret shares so that each color
component has four groups. After dividing the R, G, B components of the original
image into four groups (i.e. Grouping) respectively, we carry out the Share Creation by
adopting the 3-out-of-4 scheme in Sec. 3.1. The probability distribution of the individual

column of B? and B! is shown in Table 3.2.

Table 3.2 shows when doing secret sharing based on 3-out-of-4 scheme, the probability
of choosing one column of B° or B! in different groups. Column 2 shows the color
of the four shares when choosing the different column of BY or B* (0 represents the
primary color with color intensity 255 and 1 represents the black color). Column 3 to
6 is the probability of choosing the corresponding column of B° or B! if the original
color of the pixel is in one of the four groups. Since the columns in B (resp. B*') are
uniformly distributed, when doing the secret sharing, the dealer just randomly chooses
one column in BY (resp. B') with the possibility of w (resp. %). Based

on the description above, in Fig. 3.5, we illustrate the two shares created from the Lena
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Figure 3.5: The Two Shares of the Original Lena Image

Figure 3.6: The Superimposed Image of the Two Shares

image (Fig. 3.1). Fig. 3.6 is the superimposed image of the two shares.

3.3 Security Analysis

Let B° and B! be the two Basic Matrices of a k-out-of-n black-and-white VCS [27]. We
refer readers to Sec. 3.1 for the details of the security definition of a secure k-out-of-n
black-and-white VCS. Without loss of generality, suppose B° and B! are n x [ boolean
matrices. Let [V be the number of color intensity levels that the reconstructed image in
our VCS scheme will have, where N = Nr x Ng X Ng. Nx denotes the number of
intensity levels of the X € {R, G, B} primary color that the reconstructed image will

have. The following description is applied to each of the primary color X in {R, G, B}.
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Let D;(q) be the “OR”ed value of any ¢ (1 < ¢ < n) elements in the j-th column
(1 < j < 20)of B o B, Let P;(r) be the probability of choosing the j-th column
of BY o B! if the pixel in the original secret image that has the color intensity with
respect to primary color X falls in the Group 7 (0 < r < Nx — 1). Let Clycs(q,7) =
Z?lzl P;(r) x D;(q) be the weighted intensity corresponding to primary color X when
the pixels from any ¢ shares corresponding to the pixel in the original secret image are
superimposed, given the pixel in the original secret image that has the color intensity

with respect to primary color X falls in the Group r (0 < r < Nx—1).

Definition A k-out-of-n VCS for color images is secure if the following conditions are

met:

1. For any ¢ shares such that ¢ > k and for any two pixels of the original secret
image in different intensity group with respect to a primary color X € {R, G, B},
namely r and 7’ such that 0 < r,7’ < Nxy—1and r # 1/, we have |Clycs(q,7) —

Clyes(q,r")| > ap where ap > 0.

2. For any q shares such that ¢ < k and for any two pixels of the original secret
image in different intensity group with respect to a primary color X € {R, G, B},
namely r and 7" such that 0 < r,7" < Nx—1and r # r/, we have |CIycs(q, 1) —

Cfvcs(q, 7",)‘ = 0.

ar 1s the relative difference between combined shares that come from two pixels in
different groups in the original image. The first condition states that by superimposing
any q (¢ > k) shares, the secret image can be correctly recovered. The second condi-
tion implies that no information of the secret image is gained if less than k& shares are

obtained.
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Theorem 3.3.1 Our k-out-of-n VCS is a valid scheme with ap = o/ (Nx — 1) («v is the

contrast parameter of a k-out-of-n black-and-white VCS).

Proof From the definition of a valid black-and-white VCS in Sec. 3.1, the Basic Matri-
ces of a k-out-of-n black-and-white VCS B° and B should meet the following condi-

tions:

e For BY, the bitwise OR result denoted by V, of any £ of the n rows satisfies that

H(Vy) <d-—al,forsome 1 <d<land o > 0;

e For B!, the bitwise OR result denoted by V; of any k of the n rows satisfies that

H(W) > d;

e The bitwise OR result denoted by V' of any less than k of the n rows satisfies that

H(V) is the same for both B° and B!.

Therefore, C'Iycs(k,r)=r/(Nx — 1) x H(V)/l+ (1 —r/(Nx — 1)) x H(V1)/I.
‘C[\/Cs(kﬂ”) — Clvcs(/{,rl)‘:KT — 7“,) X Oz/(NX — 1)’ > Oz/(NX — 1) >0.

|Clves(q,r) — Clyes(q,r")|=0 (¢ < k).

3.4 Summary

In this chapter, we have proposed a k-out-of-n VCS for color images. Our scheme
generically converts any k-out-of-n threshold visual cryptography scheme for black-

and-white images into one that supports color images. We elaborated the four steps,
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namely, Histogram Generation, Color Quality Determination, Group and Share Creation
in detail along with an example. We also defined a valid k-out-of-n VCS for color
images and prove our scheme is a valid one. In the next Chapter, we will extend our

colored VCS to colored EVCS which also has no pixel expansion.
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Table 3.2: The chance of using each column of BY or B! for individual group during

Share Creation

The possibility of
choosing the Nth | Shares | Group O | Group 1 | Group 2 | Group 3
column of matrix X

N=1, X=B° 0000 0 1/18 1/9 1/6
N=2, X=B° 0000 0 1/18 1/9 1/6
N=3, X=B° 1110 0 1/18 1/9 1/6
N=4, X=B° 1101 0 1/18 1/9 1/6
N=5, X=B° 1011 0 1/18 1/9 1/6
N=6, X=B° 0111 0 1/18 1/9 1/6
N=1, X=B! 1000 1/6 1/9 1/18 0
N=2, X=B! 0100 1/6 1/9 1/18 0
N=3, X=B! 0010 1/6 1/9 1/18 0
N=4, X=B! 0001 1/6 1/9 1/18 0
N=5, X=B! 1111 1/6 1/9 1/18 0
N=6, X=B! 1111 1/6 1/9 1/18 0




Chapter 4

A New k-out-of-n Colored EVCS

In this chapter, we propose a k-out-of-n. EVCS for color images which has no pixel
expansion. The notations, which are used to describe our scheme in this chapter, were

introduced in Sec. 3.1.

4.1 Our Scheme

We now propose a k-out-of-n EVCS for color images. The scheme is the first EVCS for
color images with no pixel expansion. For a color secret image, suppose that n meaning-
ful images have already been chosen. These images are color images chosen arbitrarily
and will be used for generating n share images. Also, the choosing processing is totally
independent as long as the image size is the same as that of the secret image since our

scheme does not have any pixel expansion. Our scheme consists of the following steps.

1. Histogram Generation

38
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2. Color Quality Determination
3. Grouping

4. Share Creation

These steps are elaborated as follows.

4.1.1 Histogram Generation

For the secret image and each of the n images which will be used to create share images,
we first generate three primary-color (i.e. R, GG, B) component images for each of them
and then create a histogram for each primary-color component image. To do so, we can
group all the pixels in a easy and effective way. As an example, suppose that the secret
image is the Lena image which is encoded in 24-bit RGB (Fig. 3.1). Fig. 3.2 shows the
three RGB primary-color component images of Lena. In each component image, there
are 256 levels of intensity of the corresponding primary color. Fig. 3.3 shows the three
histograms generated in this step. In the histogram of R (resp. G and B), the horizontal
axis represents the intensity of R (resp. G' and B) ranging from 0 to 255 and the vertical
axis represents the number of pixels in the R (resp. GG and B) component image that

have the intensity value.

4.1.2 Color Quality Determination

In this step, the user is to choose the number of intensity levels that the reconstructed

image will have when at least k£ share images are superimposed and the number of
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intensity levels of each share image. The number of intensity levels directly affect the
quality of reconstructed image. First, the user is to determine the number of intensity
levels for maximizing the quality of the reconstructed image or the share images. Let
N be the number of intensity levels that the reconstructed image will have. As the
reconstructed image has three primary-color components, we set N = Np X Ng X Np,
where Ny denotes the number of the intensity levels of X € {R, G, B} primary-color
component of the reconstructed image. For the n share images, let M; be the number of
intensity levels of the i-th share image (for: = 1, ..., n), where M; = M, x M, xM,,,
where M, denotes the number of intensity levels of X € {R, G, B} component of the
1-th share. Suppose that we would like to have a 64-color reconstructed image, we may
set Nx, X € {R,G, B}, as follows: 64(N) = 4(Ng) x 4(Ng) x 4(Np). Note that
Npg, Ng and N do not need to be the same. M,;, and Nx, X € {R,G,B}, 1 <i <n,

can also be different. In Sec. 5.1, we provide more discussions on how to choose the

number of color levels.

4.1.3 Grouping

In this step, we partition all pixels into different groups. Original pixels which are in
different group will show difference in the reconstructed image. As of the previous step,
this step is carried out on each of the n meaningful images as well as the secret image.
In the following, we use the secret image as an example to describe how the grouping
works. For each primary color X € {R, G, B}, we partition the histogram of X of the
secret image into Nx groups so that each group has the same area as other groups on
the histogram, where N is the number of color intensities for the X component of the

(to-be)-reconstructed secret image determined in the previous step. By the same area
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on a histogram, it implies that there will be an equal number of pixels in each of the
Nx groups on the histogram. Fig. 3.4 shows the histograms of the RGB primary-color
component images of Lena after grouping where Nx = 4 forall X € {R, G, B}. In the

figure, we use different color intensities to represent different groups.

4.1.4 Share Creation

The final step of the scheme is to create the n shares. To create these shares, we start
with by creating n shares for each primary color. After creating all the shares of the three
primary colors, we then superimpose the three shares corresponding to the three primary
colors of the i-th share, 1 < ¢ < n, for forming the n final shares. In the following, we
describe how the n shares of each primary color X € {R,G, B} are created. In the
description, we will employ the Basic Matrices B° and B* of the k-out-of-n black-and-
white VCS reviewed in Sec. 3.1. Note that the two Basic Matrices have the dimension

of n x [.

1. We first construct a k-out-of-n black-and-white EVCS. The construction can be
viewed as an extension of the k-out-of-n black-and-white VCS reviewed in Sec. 3.1.

The extension is similar to the method due to Wang, Y1 and Li [36].

(a) Take a k-out-of-n black-and-white VCS which satisfies the conditions in
Sec. 3.1. Let the Basic Matrices B° and B! are of dimension n x [. For
example, the following is the B® and B! for a 2-out-of-3 black-and-white

VCS where n = [ = 3.
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B= |1 00 |adB'=|0 1 0

must be 1. The remaining bitis 1 if ¢; = b and is 0 if ¢; = w. We denote this
bit as * in the following. In other words, each row of A*~“» has only one .

Besides, the number of * in each column of A°-°~ should be at most k—1.

Below is an example for n = 3 and k£ = 2, i.e. the case of 2-out-of-3 black-
and-white VCS. For any (c1, ¢o, ¢3) € {b,w}?, A°2 is of the form below

where ¢t = 3.

¥ 1 1
avees— |y oy | e o, @
1 1 *

These eight A% ¢y, ¢y, c3 € {b, w} are as follows.

011 01 1
Awww — 10 1 ,Awwb: 101 ,

A= 1 LA =1 1|,




(©)

1 111
AP = 01| A™=1101
1 111
1 111
Abbw 1 . AM=|
1 111
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The k-out-of-n black-and-white EVCS is defined as the following Basic Ma-
trices:
Tyt ™ = BY o A% and Ty = B! o A% for ¢p,...,c, €

{b, w}. Therefore, there are altogether 2" Basic Matrices and they can be

n x [ and A% are n X t, these matrices are n X m where m = [ + ¢.

For example, we can construct a 2-out-of-3 black-and-white EVCS by defin-
ing two sets of Basic Matrices as T, and 77", for ¢y, ¢o, ¢35 € {b, w},
by concatenating the Basic Matrices of a 2-out-of-3 black-and-white VCS

(B or B') and the eight A°1°2°3 shown as above.

This k-out-of-n black-and-white EVCS works as follows. For each pixel
in the secret image, if the pixel is white (resp. black) and the colors of the
corresponding pixels of the n meaningful images are ¢, ...,c, € {b,w},
then 75" " (resp. T7"") is used for creating the n share images. For
the i-th share, a collection of black and white subpixels are printed in close
proximity to each other according to the bit values of the i-th row of 7"
(resp. Ty"°*), but in a randomly permuted order. This step is similar to

randomly choosing a matrix from Cj (resp. C}) in the k-out-of-n black-and-
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white VCS. As a result, the pixel expansion rate for this black-and-white

EVCSism > 1(since!l > landt > 1).

In the next step, we use the Basic Matrices 75" " and 77" in a
probabilistic way on each RGB primary-color component image so that the
share images created will have the same size as the original secret image (i.e.

no pixel expansion or having the optimal pixel expansion rate of 1).

2. This step is carried out pixel by pixel for the secret image. For each primary color

X € {R, G, B} of apixel in the secret image, we carry out the following steps:

(a) On the X histogram of the secret image, suppose that the color intensity
of the pixel with respect to primary color X is in Group k group (where
0 < k < Nx—1). We compute a probability value Px = k/(Nx — 1) which

determines the likelihood of going through one of the following steps.
(b) With probability Py, we carry out the following two steps:

e We look into n x [ Basic Matrix BY of the k-out-of-n black-and-white

VCS and the general form A" as of equation (4.1).

— With probability P;, which is determined by the user as follows,
we randomly pick a column from B°; The trade-off between the
quality of share images and the reconstructed image is the result of
adjusting the value of P;. The greater (less) the P; is, the higher
(lower) the quality of the reconstructed image would be and the

lower (higher) the quality of the share images would be.

— With probability 1— P, suppose the color intensity of the X primary-
color component of the corresponding pixel in the i-th meaningful

image is in Group k;, (where 0 < k;, < M;, —1land 1 <14 < n),
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we compute a probability value Q;, = ki /(M,;, — 1). We then
set the * in the i-th row of the general form A to 0 with the
probability ), and to 1 with the probability 1-();, and randomly

choose a column from it.

Consider the column chosen as an n-bit vector. For the first bit, we
assign the black color (i.e. O color intensity) if the bit is 1, otherwise we
assign X primary color (i.e. 255 color intensity) to the corresponding
pixel in the first share image. This continues until we have assigned

colors to the corresponding pixel on all the n share images.

(c) With the probability 1 — Py, we carry out similar steps to the above, but

change B° to B'.

3. Finally, we superimpose the i-th R share with the i-th G share and the i-th B

share, for

1 =1,...,n, to form the final i-th color share image.

4.2 Example

We now give an example which is a 2-out-of-3 EVCS for 24-bit RGB color images.

Suppose that the secret image is Lena (Fig. 3.1) and the three meaningful images have

already been chosen, which are Mandrill, Sailboat and Peppers (Fig. 4.1).

First, we generate 4 sets of histograms corresponding to the 4 images and each set

contains the R,
Fig. 4.3 and Fig

ated in this step.

G and B histograms of the corresponding image. Fig. 3.3, Fig. 4.2,

. 4.4 are the histograms of Lena, Mandrill, Sailboat and Peppers gener-
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Figure 4.1: The Images of Mandrill, Sailboat, Peppers

Histogram of the Red Component of Mandrill Image Histogram of the Green Component of Mandrill Image Histogram of the Blue Component of Mandrill Image.
" o
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Figure 4.2: Histograms of the RGB Components of Mandrill

Then we set N = ]\4Z = 64,NR = NG = NB :4andMiR = MiG = MiB =4
(where 1 < ¢ < 3) and do the grouping on each of the 4 images. Fig. 3.4, Fig. 4.5,
Fig. 4.6 and Fig. 4.7 show the grouping (using different color intensities) on the his-

tograms of Lena, Mandrill, Sailboat and Peppers.

Finally, we create 3 shares as follows.

1. Suppose we use the Basic Matrices B° and B! for the 2-out-of-3 black-and-white
EVCS shown in the example of Share Creation (Sec. 4.1.3). We also use the

general form A% in equation (4.1).

2. We now go through the secret image pixel by pixel, for each pixel and for each
primary color X € {R, G, B}, we choose one column from B o A2 or B! o
A2 depending on Px computed. In Table 4.1, we summarize the probability

distribution among the columns of B° o A2 and B! o A2 when P is
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Figure 4.3: Histograms of the RGB Components of Sailboat
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Figure 4.4: Histograms of the RGB Components of Peppers

chosen as 0.5 (Q;, = ki /3for0 < k;, < 3and1 < i < 3). Column 2 in
Table 4.1 specifies the pixel color of the three shares when the j-th (1 < 7 <
6) column of B? o A2 or B o A< is chosen (0 represents the primary
color; 1 represents the black color). Column 3 to 6 indicate the probabilities of
choosing the j-th (1 < j < 6) column. Since the columns in BY o A2 (resp.
B! o Ac1:¢2:¢3) are uniformly distributed, when doing the secret sharing, the dealer
just randomly chooses one column in B o A¢2:¢ (resp. B o A®2:) with the

k/(Nx—1

s ) (resp. 1—k/(Nx—1))

possibility of @)

. Consider the chosen column as a 3-bit vector. For the first bit, we assign the black

color (i.e. O color intensity) if the bit is 1, otherwise we assign primary color X
(i.e. 255 color intensity). This continues until we have assigned colors to this
pixel for all the 3 shares. Then we superimpose the i-th R share with the i-th G

share as well as the i-th B share, for i = 1, 2, 3, to form the final ¢-th share which
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Figure 4.5: Histograms Illustrating the 4 x 4 x 4 Groupings of Mandrill
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Figure 4.6: Histograms Illustrating the 4 x 4 x 4 Groupings of Sailboat

consists of the corresponding RGB components. Fig. 4.8 shows the share images
corresponding to Mandrill, Sailboat and Peppers. Fig. 4.9 and Fig. 4.10 are the

superimposed images of any two of the shares and the three shares, respectively.

4.3 Security Analysis

Let B? and B! be the two Basic Matrices of a k-out-of-n black-and-white VCS [27].
We refer readers to Sec. 3.1 for the details of the security definition of a secure k-
out-of-n black-and-white VCS. As specified in Sec. 3.1, suppose that each of B® and
B! is a n x [ boolean matrix. Let an x t (t > [2;]) boolean matrix A, be the
Extended Matrix for constructing the Basis Matrices of our k-out-of-n EVCS. Let N be
the number of color intensity levels that the reconstructed image in our EVCS scheme

will have, where N = Np X Ng X Np. Nx denotes the number of intensity levels of
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Figure 4.7: Histograms Illustrating the 4 x 4 x 4 Groupings of Peppers

Figure 4.8: Three Shares Corresponding to Mandrill, Sailboat and Peppers Images

the X € {R,G, B} primary color that the reconstructed image will have. Let M; be
the number of color intensity levels that the ¢-th share in our EVCS scheme will have,
where M; = M,,, x M,;, x M,;,. M, denotes the number of intensity levels of the
X € {R,G, B} primary color that the i-th share (1 < i < n) will have. The following

description applies to each of the primary color X in {R, G, B}.

Let D}(q) be the “OR”ed value of any ¢ (1 < ¢ < n) elements in the j-th column
(1 <j<2(l41t)of B0 A, 0 B' o A.. Let Pj(r) be the probability of choosing the
j-th column of B o A, o B! o A, if the the pixel in the original secret image that has the
color intensity with respect to primary color X falls in the Group » (0 < r < Nx — 1).
Let Clgyes(q,r) = Z?g#) Pi(r) x D}(q) be the weighted intensity corresponding to
primary color X when the pixels from any ¢ shares corresponding to the pixel in the

original secret image are superimposed, given the the pixel in the original secret image

has the color intensity with respect to primary color X falls in the Group 7 (0 < r <
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Table 4.1: The chance of picking the columns of B% o A2 or Bt o A2

with respect to X during Share Creation (X € {R, G, B}).

The case of
choosing the jth Shares Group 0 Group 1 Group 2 Group 3
column of B o A€1:¢2:¢3
j=1,B=B° 111 0 1/18 1/9 1/6
j =2, B=BY 000 0 /18 1/9 1/6
j=3,B=B° 000 0 1/18 1/9 1/6
j =4, B=B° 011 0 118x Q1 1/9%Q1 5 1/6xQ1
111 0 18x(1 — Q1) | 1/9%(1— Q1) | 1/6x(1—Q1y)
j=5B=DB" 101 0 /18X Q2 /9% Q2 16X Q2
111 0 118x(1 — Qa2y) | 1/9%(1 —Qa2y) | 1/6x(1— Q2y)
j=6B=8° 110 0 1/18x Qs 1/9% Q3 5 1/6X Q3 5
111 0 1/18x(1 — Q3) | 19%(1—Q3y) | 1/6x(1—Qsy)
j=1,B=B! 100 1/6 1/9 1/18 0
j=2,B=B! 010 1/6 1/9 1/18 0
j=3 B=B! 001 1/6 1/9 1/18 0
j=4,B=B! 011 1/6xQ1 1/9%Q1 5 118X Q1 0
111 16x(1— Q1) | 9% —Q1y) | 1/18x(1— Q1y) 0
j=5B=B! 101 1/6XQ2 1/9% Q2 118X Q2 0
111 1/6x(1 — Q2x) | 1/9x(1—Q2,) | V18x(1—Q2y) 0
j=6,B=B! 110 1/6X Q35 1/9% Q3 1/18XQ3 0
111 1/6x(1 —Qsx) | 19xA—Q3,) | V/18x(1— Q3y) 0

Nx —1). For the i-th row of B® 0 A, o B! o A, where 1 < i < n, suppose the only *
in this row is in the d-th collum (1 < d < 2(1 + t)), let S; 4 be the weighted value of *.
Sia=Py(r;) x 1+ Py(r;) x 0, where P, (r;) (resp. Py(r;)) is the probability of setting
the value of * to 1 (resp. 0) if the pixel in the ¢-th meaningful image that has the color
intensity with respect to primary color X falls in Group r; (0 < r; < M;, —1). Note that
P, (r;)+ Py(r;) = 1. Let S; ; be the value of the j-th ((1 < j < 2(I+1))) element in the

i-throw of BY0 A, 0 B'o A, where j # d. Let CIEVCS(TZ-):Z?;} Pi(r) x S j+Py(r) x
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Figure 4.9: The Superimposed Images of the First and the Second Shares, the

First and the Third Shares and the Second and the Third Shares

Figure 4.10: The Superimposed Image of the Three Shares

Sia+ zjﬁf) Pi(r) x S; ; be the weighted intensity corresponding to primary color X
when the pixel is from the i-th share, given the pixel in the i-th meaningful image that

has the color intensity with respect to primary color X falls in the Group 7;.

Definition A k-out-of-n EVCS for color images is secure if the following conditions

are met:

1. For any ¢ shares such that ¢ > k and for any two pixels of the original secret
image in different intensity group with respect to a primary color X € {R, G, B},
namely r and 7’ such that 0 < r,7’ < Nx—1 andr # r’, we have |Clgycs(q, 1) —

C]EVC’S(Q;T/” > ap where ap > 0.

2. For any ¢ shares such that ¢ < k and for any two pixels of the original secret

image in different intensity group with respect to a primary color X € {R, G, B},
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namely r and 7’ such that 0 < r,7’ < Nx—1 and r # 7/, we have |Clgycs(q,7)—

Clgves(q,r')| = 0.

3. For any two pixels of the i-th (1 < ¢ < n) share in different intensity group with
respect to a primary color X € {R, G, B}, namely r; and r} such that 0 < r;, 7} <

M;,—1and r # ', we have |Clgycs(r;) — Clpyos(rl)| > as where ag > 0.

The values o and a5 are referred to as relative differences of the reconstructed im-
age and the shares, respectively. The first condition states that by superimposing any ¢
(q > k) shares, the secret image can be correctly recovered. The second condition im-
plies that no information of the secret image is gained if less than k shares are obtained.
The third condition of implies after coding the meaningful images into shares, they are

still recognizable.

Theorem 4.3.1 Our k-out-of-n EVCS is a valid scheme with ap = a X P;/(Nx — 1)
and ag = (1—Py)/(t x (M;, —1)) where P, is the trade-off probability and 0 < P; <1

(v is the contrast parameter of a k-out-of-n black-and-white VCS).

Proof From the definition of a valid black-and-white VCS, the Basic Matrices of a k-

out-of-n black-and-white VCS B® and B' should meet the following conditions:

e For B, the bitwise OR result denoted by V; of any k of the n rows satisfies that

H(Vp) <d—al,forsome 1 < d <land o > 0;

e For B!, the bitwise OR result denoted by V; of any k of the n rows satisfies that

H(Vi) > d;
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e The bitwise OR result denoted by V' of any less than £ of the n rows satisfies that

H(V) is the same for both B° and B!.

For the first condition: let the bitwise OR result of any k of the n rows of A, denoted

by H(A.),

Clgves(k,r)= P/l x +*—= x H(Vp)+ (1 — P,)/t x = x H(A.)

Nx—1 Nx—1

+P /I x (1 — =) x HW)+(1—P)/t x (1 —

Nx—1

r

Nx

|C]EVCS(]{;7T) — C]EVCS(]{?,’I"/)|:|O./ X P1 X (’I“l — ’I“)/(NX — 1)| >0. |’l“/ — 7”| Z 1,thus

) x H(A.).

1

OZF:Oéxpl/(Nx—l),

For the second condition: according to the third condition of k-out-of-n black-and-

white VCS,

|Cleves(q,r) = Cleves(q, r)[=[(H(V) = H(V)) /1 x Pyx (" —r)/(Nx —1)|=0

(g < k).

For the third condition: Since each row of A, has only one *, we have

|Clpves(ri) — Clpves(ri)|= (1 — Po)/t x (r; — 1) /(M — 1) >0. [rj —ri| >

1, thus g = (1 — P)/(t x (M, — 1))

4.4 Summary

In this chapter, we have proposed a k-out-of-n EVCS for color images which satisfies
the four properties listed in Chap. 1. We elaborated the four steps, namely, Histogram
Generation, Color Quality Determination, Group and Share Creation, along with an
example. We also defined a valid k-out-of-n EVCS for color images and prove our

scheme is a valid one.



Chapter 5

Determining the Number of Color

Levels and Grouping Method

In Sec. 3.2.2 and Sec. 4.1.2, we let the user determine the number of color levels for
reconstructed image and share images. In Sec. 5.1, we provide more discussions on
how to choose the number of color levels. Additionally, we introduce another grouping
method which can be applied to our VCS and EVCS. We further discuss the reason why

we choose the grouping method used in Sec. 3.2.3 and Sec. 4.1.3 in our schemes.

5.1 Color Level Determination

In this section, we discuss how to choose the number of color levels (i.e. N = Ny X
Ng x Np) in the reconstructed secret image or the the share images. As the schemes
allow a user to arbitrarily choose the number of color levels, we observe that the number

of color levels has a significant impact on the quality of images. The number of color
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(a) The Original Im- (b) The Recon-
age of Mac Logo structed Image of Mac
Logo with 2x2x2

Levels

Figure 5.1: The Image of Mac Logo

levels should be chosen depending on the number of colors of the original images.

In order to get good quality of an image, when doing the secret sharing on each
primary color of the image, we classify them into two categories by the number of
levels on the primary color. In category 1, the number of levels on the primary color
is less than 4. In category 2, the number of levels on the primary color is more than or

equal to 4.

For the images with the primary color in category 1, our scheme with N levels can
be directly used. Since the number of levels on the primary color of original image
is small, there is no need to try our scheme with different levels any more. Text and
logos might be in this category. Fig. 5.1 shows the original image and reconstructed
image of Mac Logo by using our VCS scheme with 2 x 2 x 2 levels. Fig. 5.2(a) shows
the meaningful images (text), the corresponding shares and the reconstructed image by

using our EVCS scheme with 2 x 2 x 2 levels (the secret image is Lena).

For the images with the primary color in category 2, we suggest the user try our



Secret Extended
Sharing Scheme

(a) The Original Images of Text

(b) The Corresponding Shares of Text with 2x2x2 lev- (¢) The Reconstructed Im-
els age of the Two Shares of

Text

Figure 5.2: The Image of Text
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scheme with 2 x 2 x 2 levels, 4 x 4 x 4 levels and N levels respectively. Then based on
the results, user could choose one scheme with optimal quality of reconstructed image

or share image. Photos of portrait, landscape or cartoons might be in this category.

Figure 5.3: The Original Image of Alice

Figure 5.4: The Reconstructed Images of Alice with 2x2x2,4x4x4, N x N x N Levels

Figure 5.5: The Reconstructed Images of Lena with 2x2x2,4x4x4, N xN x N Levels

In Fig. 5.4 we can see that the reconstructed image of “Alice in the Wonderland”
(Fig. 5.3) with 2x2x2 levels has the sharpest image but limited number of colors, while

the Nrx Ngx Ng (where in “Alice in the Wonderland”, Nzp=256, N;=255, Np=256)
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Figure 5.6: The Original Image of F22-raptor

Figure 5.7: The Reconstructed Images of F22-raptor with 2x2x2, 4x4x4, NxNxN

Levels

level image has the same number of colors as the original one but looks blurry. The
image with 4 x4 x4 shows relatively better quality with abundant colors and clear figure.
Fig. 5.5 and Fig. 5.7 show similar results with Fig. 5.4. Fig. 5.10 shows the two shares
(Sailboat and Peppers) of a 2-out-of-2 EVCS and Fig. 5.11 is the reconstructed image

(Lena), Ng=Ng=Np=M, =M, =M, =4 (where 1<i<2).

Fig. 5.9 shows the reconstructed image of Gray (21-level) (Fig. 5.8) by applying
our scheme with 4 levels and Ny levels respectively (Note that in this case, the value
of RG B components are the same on every pixel, so the scheme with level number
NrXx Ngx Np is actually the scheme with the level number Ny ). The user can observe
the gradual change of the color by choosing the Nx level scheme so that the recon-
structed image is closest to the original one. Gray (21-level) image with Ny levels gives

the details of gradual change while Gray (21-level) image with 4 levels doesn’t.
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Figure 5.8: The Original Image of Gray(21-level)

Figure 5.9: The Reconstructed Images of Gray(21-level) with 4 and N Levels

Figure 5.10: The Two Shares Corresponding to Sailboat and Peppers.

5.2 Grouping Method

In Chap. 3 and Chap. 4, we group pixels of image by making sure each group contains
the same number of pixels. In this section, we emphatically discuss another grouping
method which can be used in our VCS and EVCS schemes. In the following, we use

grouping pixels in the secret image as an example to illustrate this method.
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Figure 5.11: The Superimposed Image of the Two Shares Corresponding to Sailboat and

Peppers.

In this method, for each primary color X € {R, G, B}, the horizontal coordinate of
the histogram of X is equally partitioned, namely, each pixel is in one of the following
groups: [0, 255/Nx), [255/Nx,255 x 2/Nx), ..., [255 x (Nx —1)/Nx,255]. Fig. 5.12
shows the histograms of R, G and B of Lena after grouping the pixels into four groups
by using this grouping method. We use different color intensities to distinguish different

groups. Normally, the number of pixels in each group is different.

This method does not need to scan the color intensities for the RGB components
of each pixel in the original image. Differing from the grouping method we described
in Sec. 3.2.3 and Sec. 4.1.3, the color intensity distribution of the original image has
nothing to do with how we group pixels. From Fig. 5.12, we can see that most of the
pixels of Lena on the primary color blue are grouped into the second group. These pixels

will show no difference in the reconstructed image with respect to 5 component.
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Chapter 6

Comparison

In this chapter, we compare our VCS with other VCS schemes (namely, Naor-Shamir
[27], Hou [16], Yang [38], Chan [10], Hou and Tu [17], Shyu [30], Chen et al. [11] and
Yang-chen [40] VCS schemes) in five aspects and compare our EVCS with other EVCS
schemes (namely, Ateniese et al. [4], Nakajima and Yamaguchi [26], Sirhindi et al. [32]

and Wang et al. [36] EVCS schemes) in six aspects.

6.1 VCS Schemes

In this section, we compare our VCS with other eight schemes which are Naor-Shamir
[27] (the first VCS), Hou [16] (the first colored scheme), Yang [38] (using probabilis-
tic method for gray images), Chan [10] (no pixel expansion for gray images), Hou
and Tu [17] (no pixel expansion for colored images), Shyu [30] (supporting k-out-of-n
threshold setting), Chen et al. [11] (multiple-level and with no pixel expansion for gray

images) and Yang-Chen [40] (using probabilistic method for colored images) visual
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cryptography schemes in five aspects showed in the first row. Table. 6.1 summarizes the

Table 6.1: Comparison of VCS schemes

Colored | Expansion rate | General | Level | Tunable

NS [27] B/W my Vv 2 levels

Hou [16] V 4 k=n 8 levels

Yang [38] B/W 1 V 2 levels
Chan [10] Gray 1 k=n=2 | 2 levels

HT [17] V 1 vV 2 levels

Shyu [30] V log, C' -1 vV multi
Chen [11] Gray 1 k=n multi

YC [40] V 3 vV multi

Our scheme vV 1 Vv multi Vv

nine VCS schemes (C' is the number of colors; [ is the pixel expansion rate of a black-
and-white VCS; and m; > 1). The first row of the table is the five objectives of VCS
(dealing with colored images, no pixel expansion, proposed general k-out-of-n scheme,

no color level limitation of original image and tunable).

Compared with other visual cryptography schemes, our new scheme allows user to
deal with colored image and determine the color number of reconstructed image accord-
ing to the expected quality of it. Besides, our scheme does not need to do the dithering,
which would degrade the quality of reconstructed image, but still has no pixel expan-

sion. In the following, we mainly compare our scheme with Chen’s [11] and Yang-
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Chen’s [40] schemes since the former meets the requirement of no pixel expansion and

the latter employs a probabilistic method which is also used in our scheme.

Chen’s scheme, which can only deal with gray level image, maps a block in a secret
image to one corresponding equal-sized block in each share image so that there is no
image size expansion. In this case, a block of pixels, instead of one pixel, are encrypted
each time. They do secret sharing based on the average color intensity of the block. And
the number of levels depends on the size of a block. The larger the block is, the more
levels the reconstructed image has. However, more levels also means they do secret
sharing based on the average color intensity of more pixels. It makes the quality of the
original image degrade. For example, 3-level scheme requires the block size of 4 (2 x 2)
and 9-level scheme requires the block size of 16 (4 x 4). In a word, the block size grows
as the number of levels grows. In our new scheme, we do secret sharing pixel by pixel so
no average value of color intensity is required. Consequently, our scheme improves the
quality of reconstructed image. Fig. 6.1 shows the original image of Lena (gray) image
and the image of which the original block (4 x 4) is replaced by an equal-sized block and
the color of each pixel is set to the average color intensity of the original block. Fig. 6.2

shows the 9-level superimposed image of Lena by Chen’s scheme and our scheme .

Yang’s scheme [40] for color images also uses the probabilistic method and it en-
crypts one pixel each time. Besides, this method has a fixed number of pixel expansion
(3) which has nothing to do with the values of k£ and n. Compared with our scheme,
Yang’s scheme can not improve the color contrast of reconstructed image by determin-
ing its levels but can by modifying the number of levels of original image. In our scheme,
the original image does not need to be modified before doing secret sharing, so it is more

convenient and flexible.
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(a) The Original Image of Lena (b) Lena (Gray) Image After Block

(Gray) Averaging with Block Size 16

Figure 6.1: The Image of Lena (Gray)

(a) The Superimposed Image of (b) The Superimposed Image of
Lena (Gray) by Chen’s(9-level) Lena (Gray) by Our Schemes with

4 x 4 x 4 Levels

Figure 6.2: The Superimposed Image of Lena (Gray)



6.2 EVCS Schemes

66

In this section, we compare our k-out-of-n color EVCS with four other EVCS schemes:

Ateniese et al. [4] (the first EVCS), Nakajima and Yamaguchi [26] (EVCS for color

images), Sirhindi et al. [32] (pixel expansion rate = 9) and Wang et al. [36]. Table 6.2

shows the comparison with respect to six properties: supporting color images, without

pixel expansion, supporting general k-out-of-n threshold setting, no limitation on the

number of color levels of the original image, a trade-off between the shares and the

reconstructed image in terms of quality and tunable (which means users can determine

the number of colors of the shares and the reconstructed image). To the best of our

knowledge, the EVCS proposed in this paper is the only one that satisfies all the six

properties.

Table 6.2: Comparison of EVCS schemes

Colored | No Expansion | General Level | Trade-off | Tunable
Ateniese [4] B/W X V 2 levels V X
NY [26] V X k=n=2| 8levels X X
Sirhindi [32] vV X k=n=2| mult X X
Wang [36] V X V multi X X
Our scheme V V v/ multi vV vV

In the following, we further compare our scheme with Ateniese et al.’s [4], Nakajima

and Yamaguchi’s [26], Sirhindi et al’s [32] and Wang et al.’s [36].
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Ateniese et al. [4] proposed the first EVCS scheme for black-and-white images in
1996. A g-coloring of the hypergraph is used to construct an n x g matrix D which is
then concatenated with the n x [ Basic Matrices of a black-and-white VCS scheme. The
pixel expansion is [ 4 [ "5 | where [ is the pixel expansion of a black-and-white VCS
scheme. The problem of pixel expansion will become prominent, if n is much greater

than k. For example, if k=2 and n=10, the pixel expansion rate of the 2-out-of-10 EVCS

scheme is [ 4- [ %7 |=10+10=20 (suppose they use Naor-Shmair black-and-white VCS).

Nakajima and Yamaguchi [26] extended Ateniese et al. EVCS so that it can encrypt
natural images. They applied halftoning techniques to transform a pixel in grayscale
image to several black-and-white subpixels. Then the Basic Matrices for 2-out-of-2
threshold setting are constructed. Their EVCS scheme is one of the first sets of EVCS
schemes that can deal with grayscale and color images. Besides the pixel expansion, it

has the limitation of not supporting the general k-out-of-n construction.

Sirhindi et al. EVCS scheme [32] improves the pixel expansion factor compared to
other colored EVCS schemes. In [32], the pixel expansion factor is fixed on 9 for a color
space as large as comprising 22* colors. However, in order to achieve losslessness, the
reconstructed image should not be obtained by only superimposing the shares. An extra
recovery technique is required. In addition, it only provided the solution of 2-out-of-2

EVCS scheme.

Wang et al. [36] proposed EVCS schemes for black-and-white, grayscale and col-
ored images. Their EVCS scheme for black-and-white images uses a different method
for constructing the Basic Matrices from Ateniese et al.’s, but has the same result. All

the proposed EVCS schemes have pixel expansion.
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Compared with other EVCS schemes, ours supports the general k-out-of-n threshold
setting and has no pixel expansion. Moreover, our EVCS scheme allows user to handle
colored images. And according to the expected quality of them, users can also determine

the color number of reconstructed image and shares.



Chapter 7

Conclusion and Future Work

In this thesis, we have a brief overview of the development and the applications of
cryptography in Chap. 1. We also describe one branch of cryptography - secret sharing.
Based on secret sharing, the k-out-of-n threshold VCS and EVCS are introduced. We
then take several examples to discuss how VCS and EVCS work and list four commonly
desirable properties which should be satisfied by VCS and EVCS. In Chap. 2, we review
the related literature on black-and-white VCS, gray-scale VCS, colored VCS and EVCS
schemes. Through the discussion of their features, we present the merits and demerits

of them.

In Chap. 3 and Chap. 4, we propose a new k-out-of-n color VCS and a new k-out-
of-n color EVCS without pixel expansion and provide the security analysis for them.

Our new VCS and EVCS schemes satisfy the following properties:
(1) supporting images of arbitrary number of colors;
(2) no pixel expansion;
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(3) supporting k-out-of-n threshold setting;

(4) a “tunable” number of color levels in the secret share creation process.

According to our experimental results, we demonstrate that our schemes are the first
ones that achieve all these desirable properties. And they can provide one of the best
reconstructed images and share images in quality due to the “tunable” feature in the
secret share creation step. We discuss how to determine the number of color levels in
Chap. 5. Another grouping method is also introduced in this Chapter. By comparing
this grouping method with the one in our VCS and EVCS, we show that ours is better.
In Chap. 6, we compare our VCS with eight other schemes in five aspects and compare
our EVCS with four EVCS schemes in six aspects. The results show that our schemes

are optimal.

To improve the contrast of the reconstructed image or meaningful shares, we let the
user determine the number of color levels of them. One scheme with certain levels is
chosen depending on the quality of the reconstructed image or meaningful shares. This
procedure relies on visual inspection of human. Our future work is to derive a numerical
measure that accurately measures the quality of images. Our scheme with certain levels

can be automatically chosen without the determination of users.
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