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ABSTRACT 

 

Low cost Radio Frequency Identification (RFID) aims at rep lacing ba rcode 

counterparts and it is expected  to be applied m assively in our daily lives application 

soon. However the serious security problems may obstruct the deployment of RFID. 

In this project, I based on the scheme proposed in the paper titled “Enhancing security 

of EPCglobal Gen-2 RFID tag against T raceability and Cloning” published by Duc et 

al. to evaluate the possible attacks and vulnerabilities of the scheme by simulations. 

The project proposed a new enhanced prot ocol with im proved Forward Secrecy , as 

well as prevented key de-synchronization and man-in-the-middle attacks. 
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CHAPTER 1  INTRODUCTION 

 

Radio Frequency Identif ication (RFID) tec hnology is a radio frequency system  that 

has been applied to identify object and is able to gather data automatically as well as 

massively in dif ferent application. S ince the use of RFID in Second W orld War until 

today’s electronic payment system, it has been successfully used in various aspects. In 

the near future, it is planned to deploy massively in the produc t pallet level, which 

aims at replacing barcode counterpart. The convenient features of RFID technology 

will make it become the most pervasive microchips in history. 

The typical RFID system cons ists of radio frequency (RF)  tags and RF tag reader . 

Reader is  u sually conn ected with backend da tabase server to sto re an d retriev e the  

tag’s information. 

 

 

1.1 Advantages of RFID System 

Nowadays, RFID system has been applied in  m any aspects, for instan ce, in acces s 

control, electronic paym ent system, l ogistic and supply chain m anagement. The 

small-sized tag and contactless reader can communicate with more than one tag at the 

same time, it increases the efficiency significantly. It can also collaborate with many 
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new applications, for example in the artificial intelligence electric appliances. 

 

 

1.2 Hardware Limitation 

Due to the restricted computation power and the memory size of the EPCglobal Gen-2 

RFID tag[1], the implementation of well-known cryptographic algorithms on the tags 

are still very computational intensive and is not possible a t this moment. By Moore’s 

law[2], it is optim istically e stimated that  cry ptographic func tion will be finally 

available in the low cost tag.  

 

 

1.3 Privacy and Security Concerns 

Since stand ard cryptog raphic are n ot feasible  at this generation of tag, only sim ple 

authentication schem es are us ing in th e current sy stem. The current system  is 

vulnerable to m any security risks and they  are obsolete to the deploym ent of RFID. 

Tracking and trace m ay expose com pany’s c onfidential logistic data, Denial of 

Service Attack (DoS)[3] m ay decrease the efficiency in the us e of superm arket 

payment gateway and unauthorized read may expose customer privacy information.  



So Chun Wa   Chapter 2 – Background Studies 
Final Year Project: RFID Security 
 

- 3 - 

CHAPTER 2  BACKGROUND STUDIES 

 

2.1 Background of EPCglobal 

Several organizations like EPCglobal[4] and ISO[5] are currently actively working on 

RFID standardization. Particularly, EPC is a joint venture between EAN International 

(Europe)[6] and Uniform Code  Council (USA)[7] aim at st andardizing the electronic  

product code (EPC) technology and achieving  world-wide adoption of the RFID 

standard. Since EPCglobal unifies the two main organizations who are responsible for 

the barcode technology and its board of gove rnors include repres entatives from The 

Fillette Company , Procter  & Gamble, W al-Mart, Auto- ID Labs[ 8] and oth er, th e 

standard highly potential to influence the RFID technology at the global scale.  

 

 

2.2 EPCglobal Class-1 Gen-2 RFID Specification[1] 

EPCglobal Class-1 Gen-2 RFID  is one of the most im portant standards proposed by 

EPCglobal. The paper “EPC Radio-Frequency Identity Protocol Class-1 Generation-2 

UHF RFID Protocol for Co mmunications at 860 MHZ – 960 MHZ V ersion 1.0.9”[1] 

has clearly defined the functions  and operations of a RFID tag.  In table 2.1, I have 

briefly summarized the properties of Gen-2 RFID tags: 



So Chun Wa   Chapter 2 – Background Studies 
Final Year Project: RFID Security 
 

- 4 - 

Table 2.1 Summary of EPCglobal Class-1 Gen-2 RFID Tag Properties  

Type Passive – power is supplied from the reader 

Operating Frequency and  UHF band 800 – 960 MHz 

Operating Range 2 – 10 m 

Pseudo-Random Number Generator 

(PRNG) 

On chips 16 bit PRNG is available 

Cyclic Redundancy Code (CRC) On chips CRC – 16 is available 

Kill password A 32-bit va lue to kill the tag and render it 

silent there-after 

Access password A 32-bit value to trans it the tag to th e secured 

state which can perform the read and write 

operation on the tag 

 

 

2.3 Pseudo-Random Number Generator 

PRNG is an algo rithm which uses  a seed  as input to generate a sequence of num bers 

that the properties are like ly random. However , the se quences are not truly random, 

since the number will repeat after certain trial.  

Linear congruential generator is on e of  the common PRNG algorithm . The for mula 
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are given as : X n+1 = (aX n + c) m od m where X n+1 is the random  number ,Xn is the  

seed , a is a constant , c and m  are rela tively prime constant. After each generation, 

Xn+1 will be the input as Xn to generate a new number and finally to form a sequence.  

 

2.4 Cyclic Redundancy Code 

CRC is a fo rm of error detecting checksum code, a simply way to ensure the original 

data integrity. It is usually used in telecommunication or storage to detect error in data 

transmission. In fact, CRC shares so me properties of a hash function, it takes a data 

stream of an arbitrarily length of input a nd produces a fixed length of output. Inside a 

CRC function, it actually perf orms a long division with a polynom ial which the  

quotient is discarded and the rem ainder becomes the result. There exist num bers of 

different kinds of CRC algorithms, including CRC-16-CCITT and CRC -32. 

 

 

2.5 Electronic Product Code 

EPC  is a family of coding schemes similar to bar code we are using today . EPC was 

created by MIT Auto-ID Center[9] and is currently managed by EPCglobal aim ing at 

an eventual successo r to  the bar cod e. EPC accommodates existing cod ing schemes 

and defines new schemes where necessary. 
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2.6 Security Requirement 

In the following paragraphs, I have summ arized the secu rity requ irements that we 

should concern in RFID security. 

Tag Anonymity: Adversary can not track and trace the tag. 

Data confidentiality: Tag’s data can be only retrieved by authenticated parties only. 

Data Integrity: Tag’s data can be only modified by authenticated parties only. 

Mutual authentication between reader and tag: Both tag and reader are able to identify 

and respond to the authorized. 

Forward scenery: Even  the tag is co mpromised, the past communication can not be 

traced. 

Anti-cloning: Adversary can not clone the tag without tampering with tag.  

 

 

2.7 Related Works 

Juels[10]  proposed minim alist cryptography which used the pseudon ym-throttling 

scheme to prevent tracking and trace. This m utual authentication scheme stores a lis t 

of pseudonyms and keys on tag and backend database server . To resist cloning and 

eavesdropping, the schem e updates tag’ s pseudonym list using one-tim e pad. 

However, the scheme required extra memory for Gen-2 tag, which required extra cost  
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for the tags. The schem e communication co st is relatively high because of the 

“refresh” on each successful authentication.  

Dimitriou[11] proposed a communication sche me that aims at perform ing e fficient 

identification of multiple tags and taking th e concerns of privacy issues. The scheme 

avoid tracing by avoiding the transmission of static message from tag. It makes use of 

a PRNG a nd a pseudo random  function (PRF) for symmetric key encryption. 

However, there exists a serious problem is that since all the tag share the sam e secret 

keys, if any tag is compromised, the entire system’s security collapses.
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CHAPTER 3  PROJECT OBJECTIVES 

 

Since the standard cryptography algorithms are not available on the current generation 

tag, on the other hand current authentication scheme has only pay little attention to the 

privacy and  security  is sue I h ave m entioned earlier . Therefore it is necessary to 

develop a secure mutual authenticati on schem e without using the standard 

cryptography algorithm for the current generation tag. 

My project will aim  at developing a schem e which can sec ure the com munication in 

the RFID s ystem, and is able to  resist v arious atta cks. I  will evaluate the poss ible 

attacks and vulnerabilities of the proposed  schem e in the paper titled ”Enhancing 

Security of EPCglobal Gen-2 RFID T ag Against Traceability and Cloning” published 

by Duc at el.. I will base on Du c et al.’s scheme to develop a new protocol which will 

enhance the security performance.
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CHAPTER 4 DUC ET AL.’S SCHEME REVIEW 

 

Duc et al. proposed a comm unication schem e[13] to protect user privacy for RFID 

system. The scheme based on a synchronous session key between tags and back-end 

database server to authenticate each other . This mutual authenticate scheme takes the 

advantages of the hash properties of CRC function and a PRNG that are supported by  

EPCglobal Class-1 Gen-2 tags . The underlying idea is by using the same PRNG with 

the same seed at both tag and back-end data base to generate the sam e session key on 

both side. T o prevent tag send static m essage before update of the session key , a 

random number is added in the authenticatio n process. Data will  be encrypted by 

performing logic operation Xor with the se ssion key before transmission. Session key 

will be updated after each successf ul authentication. The following paragraphs will 

briefly explain the protocol flow.
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4.1 Symbol Notations 

T  - RFID Tag 

R  - RFID Reader 

S  - Backend Database Server 

r  - Pseudo-Random  Number Generated by Tag’s PRNG 

CRC(:) - CRC Function 

PRNG(:) - PRNG Function 

Ki  - Session Key for ith Session 

A  - Adversary 

 

4.2 Initialization of Tags and Back-End Database Server 

Initially during the m anufacturing time, the tag has ass embled with its EPC and th e 

necessary param eters for the PRNG . A random seed num ber for PRNG and PIN is  

chosen and then stored into both T’s me mory a nd S entry corresponding to the  

matching EPC. This is very im portant th at e ach EPC m ust exac tly m atch with its 

PRNG seed num ber and PIN, otherwise the tag can not be authenticated by the 

back-end server. 
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4.3 Communication Channel between R and S 

The scheme assumes that R is communicating with S in a secure channel, both R and 

S are able to perform  standard cryptography authentication. S can send the EPC and 

data to R in an encrypted form. S can even depend on the privilege of R, to determent 

what kind of information can send to the reader. 

 

 

4.4 Protocol Flow 

R: First of all, R sends a query request to T 

T: T generates a nonce r and form the message M1T = CRC(EPC||r) Xor Ki  and C 

= CRC(M1T Xor r). CRC in M 1T actually is acting like a hash function while in 

C functioned as error detection purpose. M1T, C and r then will send to reader. 

R: R forwards M1T , C and r to S.  

S: For each tu ples in S, it generates a m essage M 1 in the  sam e way as the 

generation of M 1T in T until a m atch where M 1T = M 1 is found. If a m atched 

tuple is found, T is successf ully id entified and  authenticated. S forwards T’s 

information to R. However, if no matched tuple is found, S will send a tag reject 

message to T via R.
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 To update the inform ation on T, R requires to authentica te itself to T with the 

generation of M2. 

 S uses the matched tuple’s EPC, PIN and Ki to generate the m essage M2. where 

M2 = CRC(EPC||PIN||r) Xor Ki Finally S sends the corresponding object data 

and M2 to T via R. 

T: T generates a message M2T to verify M2 from R. T uses its EPC, PIN, r and Ki to 

generate the m essage M2T in the sam e ways f or M2. If M 2T is equal to M 2 then 

the authentication procedure com pleted. Data exchange is Xor with the session  

key Ki to  encrypt o r d ecrypt. However , if M 2T is no t m atched to M 2 reader is 

rejected and the session end immediately.  

When data exchange is completed, R signals an “end session” message to both S and 

T. Both S and T updates the session key where Ki +1= PRNG(Ki). Figure 4.1 has  

given the protocol flow diagram.
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Query Request 

M1T , C , r 

M2 

Read / Write Tag Memory 

End Session 

M1T = CRC(EPC||r)♁Ki 
C = CRC(M1T♁r) 

For successful authentication with M2T=M2,

Key Update: Ki -> K(i+1) 

S generates M1Ki for each tuples  

If no tuple match, T is rejected. 
For the matched tuple, 
If M1Ki= M1T , then it sends  
M2 = CRC(EPC||PIN||r) ♁ Ki , & 
associate object data. 
to T to authenticate itself 

For successful authentication with M1T = M1Ki 
Key Update: Ki -> K(i+1)  

Tag(T) Reader(R) 

Data on T 
EPC , PIN , PRNG’s Seed for Ki 

Data in S 
EPC , PIN , PRNG’s Seed for Ki 

T verities M2 by generating  
M2T = CRC(EPC||Pin||r)♁Ki 
If M 2T=M2, It gran d Read/W rite 
Operation to R  
R is rejected if M2T≠M2 

Database(S) 

M1T , C , r 

M2 , Object Data  

End Session 

Duc et al.’s Protocol Flow Diagram 

Fig. 4.1 Duc et al.’s Protocol Flow Diagram 
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CHAPTER 5 POSSIBLE ATTACKS AND 
VULNERABILITIES ON DUC ET AL.’S 
SCHEME 

 

Duc et al.’s protocol is not able to resist the DoS attack, and it can not provide forward 

secrecy to the RFID system . Since this  au thentication repl y on the synchronized 

session key between T and S, an adversary can  initiate replay attack, 

man-in-the-middle attack and brute force attack, as a r esult of  DoS in the RFI D 

system. If any one of the “end session” comm and was intercepted, the shared session 

key between T and  S will be out of sync hronization. As a result, T can not be 

authenticated anymore. The above DoS att acks actually are based on this vulnerable, 

aiming at intercepting the delivery of the “end session” command sent from R to T. 

 

 

5.1 Replay Attack 

An adversary can use a spoofed R to send a query request to tags, then record the 

replay m essages M 1T and nonce r fro m T. Recorded m essage will r eplay with a 

session started with an authorized R, finally S will update its sess ion key while T’s 

session key will rem ain unchanged. As th e session key is out of synchronization 

between T and S, therefore T can n ot be authenticated any more. This is one of the 
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high level threats to the RFID system , as the replay attack  can p erform on a lar ge 

numbers of T at a time. 

 

 

5.2 Man-In-The-Middle Attack. 

Man-in-the-middle attack is very similar to replay attack, an adversary acts like a hubs 

to store and forward messages between R and T. However, an adversary will intercept 

the comm and “end session” from R to T, to m ake the session key out of 

synchronization. Man-in-the-middle attack is a high level threat to  the RFID system  

too, as it can also perform on a large numbers of tag at a time. 

 

 

5.3 Brute Force Attack 

Since tag-to-reader authentication relies on the co rrespondence between nonce r, EPC 

and session key. It is important to take note that, before the update of the session Ki  

in a successful authentica tion, the session key will rem ain unchanged, while the EPC 

is always a constan t. Therefore the varian ce of M 1T is basic ally determined by r. An 

adversary can take this property to initi ate a brute force attack on the message M1T. A 

random message M is chosen, then an a dversary can send al ong with dif ferent r in 
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each sess ion until a rep ly of M 2 from reader . As the length of r is 16 bits only , the 

maximum trial tim es for r in particular M is only 65536. The probabilities that the 

random message finds a m atch in S is mainly depends on the num ber of tuples exist 

in S. This is a very dangerous attack to the whole system , as the m essage length of 

M1T is 16 bits only , an adversary can send all the com bination of M 1T and r to R, it 

only cost 232 trial times to match all the tuples exists in database.  

 

 

5.4 Forward Secrecy  

If the tag is com promised, an ad versary can obtain the EPC, PIN, Ki . From  t he 

eavesdropped communication  data,  we can trace th e pas t comm unication reco rd 

between T and R by com puting the respective M 1T and M 2 with the obtained 

parameters. For instance, an adversary can take M 1T Xor M 2 from the past 

communication, that can eliminate the session key and remain only the  

CRC (EPC Xor r ) Xor CRC (EPC||PIN||r ). Then we may use the obtained parameter 

from T and generate with r to  trace the past communication o f T fro m t he 

eavesdropped past communication data.
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CHAPTER 6 MY NEW PROPOSED PROTOCOL 

 

With respect to the possible attacks and vulnerabilities in Duc et al.’s security scheme, 

I have developed a new security schem e to improve the security perform ance for 

RFID system. 

The major differences between my scheme and Duc et al. ’s scheme are the additional 

random number challenge from  the reader, database will keep the old session key for  

each tag, update of  access P IN after e ach successful au thentication and 

acknowledgement of M 2 from  T. The f ollowing paragr aphs will b riefly explain th e 

flow of my proposed protocol. 
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6.1 Symbol Notations 

T  - RFID Tag 

R  - RFID Reader 

S  - Backend Database Server 

r  - Pseudo-Random Number Generated by on Tag’s PRNG 

n  -  Pseudo-Random Number Generated by Reader RNG 

CRC(:) - CRC Function 

PRNG(:) - PRNG Function 

Ki  - Session Key for ith Session 

KiT  - Session Key in the Tag’s memory for ith Session 

PINi  - Access PIN for ith Session 

A  - Adversary 

 

 

6.2 Initialization of Tags and Back-End Database Server 

Initially during the m anufacturing time, the tag has assem bled with its corresponding 

EPC, and necessary param eter for the PRNG. A random seed num ber for PRNG and 

PIN is chosen and is stored into both T’s memory and S entry corresponding to the  

matching EPC. The database will store the session key Ki -1 and the PINi-1 af ter the 
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first authentication as well. 

 

 

6.3 Communication Channel  

Communication between R and  S is  ass umed in a secure ch annel, which 

cryptographic algorithm can be used in auth entication and the object data exch ange. 

The protocol below can secu re communications between R and T in an insecure 

wireless channel. 

 

 

6.4 Protocol Flow 

R: R generates a 16-bit random  number n by its Random  Number Generator(RNG) 

and send it together with query message to T. 

T: T generates a 16-bit random  num ber r by on T’s PRNG, then it gene rates the  

message M1T = CRC (EPC||n||r) () Xor Ki and the error checksum code C = CRC 

(M1T Xor n || r). Finally, T will send M1T , C and r to R. 

R: R check C = CRC (M1T Xor n||r)to detect error in transmission, R forwards M1T, 

C , r and n to S, otherwise, tag is rejected. 

S: S generates M1Ki = CRC (EPC||n||r) Xor Ki and  
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M1K(i-1) = CRC (EPC||n||r) Xor Ki -1 for each tuples in S.  

If no tuple matched for M1Ki = M1T or M1T = M1K(i-1) , the tag is rejected. 

If M 1T = M 1K(i-1), it reveal that the session key is out of synchronization. 

Therefore, S generates M 2=M2K(i-1) = CRC (EPC||PINi-1||n||r) Xor Ki -1 and send 

it to T via R. S then informs R to send the “end session” command to T, in order 

to update its Ki and PINi  while S keeps both Ki and PINi and Ki -1 and PINi-1 

unchange. In this session, R did not perform  any read  and write operation to T, 

as it was regarded as an unsuccess ful authentication due to  session key  was out  

of synchronization. Finally R will initia te a new session  with T with an updated 

session key. 

If the tuple is matched where M1T = M1Ki , it generates M 2 = M2Ki = CRC (EPC|| 

PINi ||n||r) Xor Ki . S send s M 2 and the associated object data to R. R then  

forward M2 to T. 

T: T verifies M2 by computing M2T = CRC (EPC|| PINi||n||r) Xor Ki, if M2T = M2, R 

is authenticated, reading and writing T’s memory is grand to R.  

Otherwise, R is rejected.  

R: Data exchange between T and R is encrypted and decr ypted by Xor with the 

session key Ki. 

When R has finished the reading and writing operation to T, R sends an “end session” 
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command to both R and S to trigger the key update process. Both T and S will update 

Ki and PINi by Ki = PRNG(Ki -1) and PINi = PRNG(PINi-1). Figure 5.1 has given the 

protocol flow diagram. 
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Query Request , n 

M1T , C , r 

M2 

Read / Write Tag Memory 

End Session 

r is nonce generate by T’s PRNG 
M1T = CRC(EPC||n||r)♁Ki 
C = CRC(M1T Xor n||r) 

For successful authentication with M2T=M2, 
Key Update: Ki+1=PRNG(Ki) & PINi+1=PRNG(PINi) 

S generates M 1Ki = CRC(EPC||n||r) ♁ Ki  
and M1K(i-1) = CRC(EPC||n||r) ♁Ki-1  
for each tuples in S.  

If no tuple match, T is rejected. 
If M1Ki= M1T , then it sends  
M2 = CRC(EPC||PINi||n||r)♁Ki , and the 
associated object data to R 
If M1Ki-1= M1T, then it sends 
M2 = CRC(EPC||PINi-1||n||r) ♁ Ki-1 , and 
inform R t o signal “end session” to T 
immediately, then start a new session again.  

For successful authentication with M1T = M1Ki 
Key Update: Ki+1=PRNG(Ki) & PINi+1=PRNG(PINi) 

Tag(T) Reader(R) 

Data on T 
EPC , PRNG Seed for PINi , PRNG’s Seed for Ki 

Data in S 
EPC ,PRNG Seed for PINi & PINi-1 ,PRNG’s Seed for Ki &Ki-1  

T verities M2 by generating  
M2T = CRC(EPC||PINi||n||r)♁Ki 
If M 2T=M2, It grand the Read/W rite 
Operation to R  
R is rejected if M2T≠M2 

Database(S) 

M1T , C , r , n 

M2, Object Data 

End Session 

n is nonce generate by R’s RNG 

My Proposed Protocol Flow Diagram 
Fig. 6.1 My Proposed Protocol Flow Diagram 
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6.5 Tag’s M2 Acknowledgement 

During the stage of tag  authen tication in back-end datab ase serv er, an  exceptional 

case m ay happen. Back-end data base server may find m ore than one tuples m atch 

with M1T as the CRC is 16-bit only . If the server continues the authentication process 

with any one of the m atched tuple, but ignoring other matched tuples, the reader m ay 

be rejected due to failure in verification of M2. The reader has to initiate a new session 

to the tag a gain until it is verif ied, which will increas e the communication cost. In a 

high population tag RFID system , it has high pr obability that m ore than one tuple is 

matched in most session, as a result decreases the efficiency of the system.  

To deal with this problem , I propose an extra acknowledgem ent steps for tag. 

Back-end database generates and send M 2 for all m atched tuples. The tag 

acknowledges to server which M2 is successfully verified via the reader. Although the 

addition of M2 acknowledgement will increase the communication cost, it can prevent 

M2 collis ion in database  which le ad to f ailure in tag- to-reader authentication, which 

may even induce higher costs. 

The collision problem  m ay signifi cantly de crease if longer length of CRC value is 

used. However only 16-bit CRC is available in  the current generation of tag, it is 

suggested to add this extra acknowledgement step in the pr otocol in a high RFID tag 

population system.
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CHAPTER 7 PROGRAMME SIMULATION 

In order to find out the average appearing tim e of M 1T for a given tag, a sim ulation 

programme is built for sim ulating both Duc et al.’s protocol and m y pr otocol. The 

programme simulates M1T out of 65535 trials before a successful session key update 

for a given tag. 

 

 

7.1 Tag’s Parameter Selection 

There are four essen tial parameters for each  tag which inclu des a 96-b it EPC, 32-bit 

PIN, 16-bit Ki and PRNG’ s param eters. EPC , PINi and seed for Ki are random ly 

chosen from a RNG. Another random num ber testing programme(Figure 7.1) is built 

for choosing the PRNG’ s param eters to satisfy the requirem ent in Gen-2 tag 

specification. 
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Fig. 7.1 Linear Congruential PRNG Period Test Simulation Programme 

 

 

7.2 Linear Congruential Generator 

A popular class of PRNG , linear congruential generator has been chosen. It gives the 

form of Xi+1 = (aXi+c) mod m where a, c and m are PRNG parmeters, Xi is the seed. 

Value a = 61979 , c = 0 and m = 59093 have been chosen as the PRNG parameters for 

the tag in the sim ulation. The repeati ng period is 59092 which satisfies the  

requirement of Gen-2 tag. 
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7.3 Protocol Simulation Programme 

 

Figure 7.2 shows the layout of m y sim ulation programm e. The main screen in the  

centre simulates the protocol flow. The gird view on the left sim ulates the population 

of tags, while the right hand side gird view sim ulatse tag’ s inf ormation tuples  

maintained in the database. On the right hand corner , the programme perfor ms 

simulation for M1T out of a given trial times before a successful session key update for 

a selected tag in the tag’ s grid view. In order to f ind out how the CRC fu nction affect 

the average appearing tim es out of a give n tr ial, the prog ramme can sim ulate the 

generation of M1T for both CRC-16-CCITT used in current Gen-2 tag and CRC-32.
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Fig. 7.2 Protocol Simulation Programme Main Screen 
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7.4 Duc et al.’s Protocol under Man-In-The-Middle Attack 

An adversary appears in between the tag and the reader , acting  like a sto re and 

forward hubs. It forwards query reques t from the reader and then send M 1T , C ,  r to 

the reader received  from tag, and forward M 2 to tag like  an ordin ary authentica tion 

process. However after the m utual authentication, it blocks the “end session” 

command send from  re ader. As a result, the tag can not be authenticated anym ore. 

Since the tag rem ains its session key a nd PIN unchanged while back-end database 

server updates them with PRNG,. The simulation programme shows the tag is rejected 

in next authentication in Figure 7.3. It can perf orm massively to m ake whole RFI D 

system collapse. 
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Fig. 7.3 Result of DoS Attack in Duc et al.’s Protocol Simulation Screen 

 

 

7.5 Simulation Procedure for Average Appearing Time of M1T  

A tag was randomly chosen to loop recursively to generate 65535 trials for M1T in the 

simulation programme, the result appears in the data grid view is shown in Figure 7.4. 

Finally, the result in the data grid view wa s exported to either excel or txt file for 

further analysis in excel. The simulation tags parameters are shown on T 
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Fig. 7.4 Screen of M1T Appearing Times out of 65535 Trial in Simulation 

 

 

7.6 Programme Simulation Result for using CRC-16-CCITT 

The Figure 7.5 and Table 7.1 show the result of average appearing times of M1T out of 

65535 trials for m y protocol and D uc et al .’s protocol. The m ain dif ference of M 1T 

between the two protocols is the addition of random  number challenge n from reader 

in my protocol while all other parameters remain the same.  
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Table 7.1 Average Appearing Time of M1T with 16-bit n 

 Average Appearing Time of M1T out of 65535 Trial 

Duc et al.’s Protocol 1.514805  

My Protocol 1.531227 

 

 

Table 7.2 Average Appearing Time of M1T with 32-bit n 

 Average Appearing Time of M1T out of 65535 Trial 

Duc et al.’s Protocol 1.514805  

My Protocol(r =32-bit) 1.523425 
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Fig. 7.5 Graph of M1T Simulation Result of My Protocol & Duc et al.’s Protocol 

M1T Simulation Result of My Protocol & Duc et al.’s Protocol
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7.6.1 Symbol Notation 

TD - Average Appearing Time out of 65535 Trial for Duc et al.’s Protocol 

TM - Average Appearing Time out of 65535 Trial for My Protocol 

 

 

7.6.2 Simulation Result Analysis 

The simulation result reveals that the period of CRC output in M1T does not follow the 

period of r. Since r is the only changing parameters in the M 1T throughout the trial, it  

is expected that TD should approximate equal to r’s period. The period of r is found to 

be 59092 tim e, therefore the average app earing tim es out of 65535 t rial should be  

around 1.1. However T D is found to be around 1.5 which has a significant dif ference 

from r’s period.  

The sim ulation result also shows that T M and T D rem ain sim ilar. An addition of 

random number challenge did not reduce T M, although the com bined number from n 

and r is found to have no repetition out of  the 65535 trials. It contradicts m y 

expectation that increasing the CRC input length in M1T from 112-bit to 128-bit which 

has increased the randomness of the CRC input , as a result m ay reduce the appearing 

times of M1T before session key update. In order to further test whether the length of 

CRC input affect TM and TD, another simulation was performed with increased length 
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of random number challenge from reade r to 32 -bit. However the result rem ains the 

same as the pervious simulation. The results are shown in Table 7.2.  

It is possible that the bott leneck is on the CRC function but not the randomness or the 

length of the CRC input. I have conducted another simulation for using CRC-32 i n 

M1T generation for both protocols to investig ate the new average appearing tim e of 

M1T out of 65535 trials.
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7.7 Simulation Result for M1T using CRC-32  

 

Table 6.3 Average Appearing Time of M1T with 16-bit n Using CRC-32 

 

 

Average Appearing T ime of M 1T out of 65535 

Trial 

Duc et al.’s Protocol (CRC-32) 1.000168 

My Protocol (CRC-32) 1.000015 

 

 

7.7.1 Simulation Result Analysis 

This simulation result(Table 6.3 & Figure 6.6) has a significant difference from all the 

pervious simulation. B oth T M and T D have dropped from around 1.5 to around 1. 

Although it is better to draw  the conclusion after conduc ting more simulations with 

different type of CRC function, tim e is lim ited in m y pr oject. However , with this 

significant reduction in TM and TD, we may still conclude that the bottleneck is in the 

CRC function.  

In conclusion, the average appearing tim e of M 1T in m y protocol and Duc et al.’ s 

protocol relies on the C RC function, but no t the length or random ness of the input. 

With the simulation result, it is concluded that the CRC is the bottleneck. T o reduce 
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the average appearing time of M1T, we should use CRC-32 inst ead. However it is not 

available in the current gene ration of tag, hopefully  it will appear soon in the near  

future. In my protocol, although the random  num ber challenge does not help in 

reducing the average ap pearing time, it preven ts replay a ttack effectively to enhance  

the protocol’s security performance, it is considered necessary in the protocol.



So Chun Wa              Chapter 7 – Programme Simulation 
Final Year Project: RFID Security 
 

- 37 - 

0

10000

20000

30000

40000

50000

60000

70000

1 2 3 4 5 6 7 8 9 10 11

My Protocol

Duc et al's Protocoll

 

Fig. 7.6 M1T Simulation Result of My Protocol & Duc et al.’s Protocol Using CRC-32 

M1T Simulation Result of My Protocol & Duc et al.’s Protocol Using CRC-32
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CHAPTER 8 SECURITY AND COMPLEXITY ANALYSIS 

 

My proposed security scheme has solved the security loopholes in Duc et al.’s scheme 

I have ra ised in chap ter 5 and guaranteed a secure m utual authen tication between 

reader and tag in an insecure wireless channel .  

 

8.1 Security Analysis 

I analyzed the proposed scheme’s security performance in tag anonymity, data privacy, 

mutual authentication, forward secrecy, key a ttack, DoS attack and  replay attack in 

this section 

 

 

8.1.1 Tag Anonymity 

Tag will never emit static ID, a new random number is chosen from Reader and Tag in 

each session to ensure tag anonymity. 

 

 

8.1.2 Data Privacy 

Tag never sends plain text data  through insecure channel, data is always encrypted by 
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a session key with nonce. Reader can use cryptography algorithm  to exchange data 

between back-end database server. Therefore data privacy is strongly protected. 

 

 

8.1.3 Mutual Authentication 

My protocol perform s both tag-to-reader and reader -to-tag authentication. Database 

authenticates the tag b y verif ying the m essage M 1T. Tag verifies M 2 generated by 

database. This mutual authentication scheme ensures data exchange will only grand to 

authenticated parties only. 

 

 

8.1.4 Forward Secrecy 

Even the tag is compromised at some time later, as the PIN and session key is updated 

after each successful authen tication, an adversary can not trace and track th e 

compromised tag from  the past eavesd ropped communication data. Therefore the  

forward secrecy is protected. 
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8.1.5 Key Attack 

The shared secret session keys are chosen randomly for each tag and they are different 

from each other . Expo sure for a single ke y will therefore not expose other ’s tag s 

secret information.  

 

 

8.1.6 DoS Attack 

The database will m aintain six values including the old  session key an d old PIN f or 

each tag. Even though the tag is out of synchronization with the database, it can still 

communicate with the database, by perform ing a session key and PIN update process 

to synchronize with database. Although it may increase the communication cost, it can 

ensure that M1T was not a replay attack.  

 

 

8.1.7 Replay Attack 

The random num ber challenge from  the reader  can ef fectively prevent replay attack 

from the spoofed tag. The generation of M 1T has involved the random  number from 

reader, therefore an adve rsary can not replay M 1T from  a eavesdropped 

communication between spoofed reader and tag.  
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8.2 Complexity Analysis 

I analyzed the proposed security schem e complexity in terms of  computation, storage 

and authentication phrase. 

 

8.2.1 Computation Complexity 

-Reader 

To communicate with tag, reader requires  only a RNG and crypt ography algorithm to 

authenticate and transfer data between reader and back-end database server . T he 

requirements are feasible in the current generation reader.  In authentication process, 

reader actually acts like a store and forw ard hubs between back-end database server 

and tag, as  the com putation com plexity ar e distributed to the back-end database 

server. 

 

-Tag  

Tag-to-Reader authenticati on process requires a 2CRC, a PRNG to generate the 

message M1T while Reader authentication proc ess requires a CRC and Xor operation 

to verify M2. The key and PIN update process requi res 2 P RNG. There are total of 3 

CRC, 3 PRNG involved in the whole authentication protocol.  
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-Database 

The database generates both M 1Ki and M 1Ki-1 for each tuple, so the com putation 

complexity is 2N (2CRC + PRNG), where N is number of tuples in database.  

 

 

8.2.2 Storage 

-Tag:  Tag is required to store 3 parameter only, i.e.: EPC , PINi and Ki. 

-Database: Database is required to store five  values for each tag including tag’ s 

EPC, PINi, PINi-1, Ki, Ki -1. 

 

 

8.2.3 Authentication Phrase 

My proposed security scheme is a three-phrase mutual authentication protocol. Phrase 

one: Random num ber challenge from  r eader. Phrase T wo: T ag generates M 1T to  

authenticate itself to reader . Phrase Three: Back-end da tabase server g enerates M 2 

which included tag’s access PIN to authenticate itself to tag, in order to grand the read 

and write right to reader. 
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Table 8.1 Security and Complexity Comparison 

 Duc et al.’s Protocol My Protocol 

Backend Server’s Complexity N O(CRC) 2 N O(CRC) 

Tag’s Complexity 2CRC + 2PRNG 3CRC + 3PRNG 

Reader’s Complexity Send ,receive and 

forward 

Send ,receive and forward 

+ 1RNG 

Reader Authentication Yes Yes 

Tag Authentication Two Phrase Three Phrase 

Resist to Dos Attack No Yes 

Resist to Replay Attack No Yes 

M1T Collision in Database No Yes 

Forward Secrecy No Yes 

N – Number of tuples in Back-End Database Server 

O(CRC) - Computational complexity of CRC algorithm 

 

 

Table 8.1 has summarized the security features  and com plexity of m y protocol and  

Duc et al.’s protocol. Compare with Duc et al.’s protocol, my prot ocol do not require 

any extra memory for tag. In order to prevent replay attack, an addition authentication 
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phrase w ith a random  num ber challenge for tag has been included in m y protocol. 

Database stores both old and current se ssion key to prevent key de-synchronization 

DoS attacks on tag in my protocol. W ith an a cknowledgement of M 2 f rom the tag, 

reader is s till ab le to a uthenticate itself  to tag in the cond ition with m ore than on e 

tuples matched for M 1T in database. As forward secrecy is protected by updating the 

access PIN in each session, so an extra PRNG is  required in my protocol. It is worth 

highlighting that, m y proposed protocol not  only im proves the s ecurity performance 

of the RFID system  significantly, but also  conforms to EPCglobal Gen-2 RFID tag 

specification.
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CHAPTER 9  CONCLUSION 

 

In this project, I have evaluated Duc et al.’s security schem es under different attacks 

and pointed out its vulnerabilitie s. It is subjected to dif ferent kinds of  DoS attack s, 

exist a weakness in forward secrecy and reader-to-tag authenticatio n collision in 

database. With respect to the above weakness, I have proposed a new protocol that has 

improvement in all abov e weakness in which ensure m utual authentication in RFID 

system. My schem e has distributed the auth entication computation complexity to the 

back-end database server a nd reader from  tag and m y sc heme is still confor med to 

EPCglobal Gen-2 specification.  

The sim ulation results conclude that out the average app earing tim e of M 1T is 

determined by the CRC function but not  only the rando m nu mber input.  This 

bottleneck can be solved by using a CRC-32 function instead, so hopef ully it will be  

available in next generation of RFID tag in near future.



So Chun Wa         Reference & Glossary 
Final Year Project: RFID Security 
 

- R1 - 

References 

[1] EPCglboal Inc., “EPC radio-Frequency Identify Protocols Class-1 

Generation-2 UHF RFID Protocol for Communications at 860 MHz – 960 Mhz 

Version 1.09”, Available at 

http://www.epcglobalinc.org/standards_technology/specifications.html. 

[2] Gordon E. Moore, Moore’s Law, Available at 

http://www.intel.com/technology/mooreslaw/index.htm 

[3] Wikipedia, “Denial of Service Attack”, Available at 

http://en.wikipedia.org/wiki/Denial-of-service_attack 

[4] EPCglobal Inc., http://www.epcglobalinc.org/. 

[5] ISO,  http://www.iso.org/ 

[6] EAN International (Europe), http://www.ean.be/ 

[7] Uniform Code Council, http://www.uc-council.org/ 

[8] Auto-ID Labs., http://www.autoidlabs.org/ 

[9] MIT  Auto-ID Center, http://autoid.mit.edu/cs/ 

[10] Juels, A., Minimalist cryptography for low-cost RFID tag. In conference on 

Security in communication Networks 2004 

[11] Dimitrios, T., A Secure and Efficient RFID Protocol that could make Big 

Brother(partially) Obsolete, IEEE Computer Society Press 



So Chun Wa        Reference & Glossary 
Final Year Project: RFID Security 
 

- R2 - 

[12] Duc et al., Enhancing Security of EPCglobal Gen-2 RFIDTag against 

Traceability and Cloning , SCIS 2006 



So Chun Wa     Reference & Glossary 
Final Year Project: RFID Security 
 

- R3 - 

Glossary 

RFID   Radio Frequency Identification 

RF    Radio Frequency 

DoS    Denial of Service 

EPC    Electron Product Code 

PRNG   Pseudo Random Number Generator 

CRC   Cyclic Redundancy Code 

PRF    Pseudo Random Function 

RNG   Random  Number Generator 


